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INTRODUCTION AND PURPOSE

The U.S. Government Accountability Office
(GAQO) and The Institute of Internal Auditors (IIA)
are recognized nationally and internationally

as leaders in promoting high quality audit work
through the issuance of professional auditing
standards. Professional auditing standards
provide a framework for conducting high quality
audits. Both organizations are committed to
working together to develop standards that are
complimentary and can be used to perform high
quality government audits.

The purpose of this document is to identify similar
principles and key differences between each
organization’s standards and to provide
suggestions for consideration should a
government internal audit organization be
required to or elect to comply with both
organizations’ standards in conducting

audit work.

|. HISTORY OF THE ORGANIZATIONS AND AUDITING STANDARDS

The GAO was established by the Accounting
and Budgeting Act of 1921 and is situated in
the Legislative branch of the federal government,
reporting fo the Congress. In its beginnings, the
mission of GAO was to provide Congress with an
independent check of executive accounts and to
report on violations of the fiscal statutes. Over the
years the GAO has assumed additional roles in
response fo congressional needs. GAO currently
describes its mission as supporting the Congress
in meeting its constitutional responsibilities and

fo help improve the performance and ensure the
accountability of the federal government for the
benefit of the American people.

In 1969, a group of sfate audifors mef with
Comptroller General Staats and asked for help in
compiling standards to improve sfafe and federal
auditing. In 1972, the Comptroller General
issued the first edition of the Standards for Audit
of Governmental Organizations, Programs,
Activities & Functions, which came to be known
as the "Yellow Book.” In later years, GAO gave
the book a more concise fitle, Government
Auditing Standards, and updated its guidance

periodically. Since the initial publication in

1972, Generally Accepted Government Auditing
Standards (GAGAS), more commonly referred

fo as the “Yellow Book,” has undergone five
maijor revisions through July 2007 . The revisions
have been made to respond fo changes in the
government accounting and auditing environment
and to changes in other professional standards.
The Yellow Book provides standards and
guidance for financial audits, performance audits,
and attestation engagements.

The IIA was incorporated in 1941 and evolved
as an answer to the growth of internal auditing
and in response o new management needs
resulting from the increasing size and complexity
of corporate and government organizations. The
Institute issued a statement of responsibilities in
1947 and approved a code of ethics in 1968.
The first Certified Internal Auditor examination
was administered in 1974 and The Institute’s
first standards for the professional practice of
internal auditing were issued in 1978. Between
1978 and 1998, the original five general

and 25 specific standards were updated and
inferprefed through 18 Statements on Infernal



Auditing Standards (SIAS). In 1998, The Institute’s
Governing Board appointed a Guidance Task
Force to review the continued applicability

and relevance of the standards some 20 years
after first issuance. As a result, the Task Force
recommended a new definition of internal
auditing, a Framework for the Professional
Practice of Infernal Auditing, new Attribute and
Performance Standards for internal auditing, and
implementation standards for assurance and
consulting services. The lIA's definition of Internal
Auditing, Code of Ethics, International Standards

II. THE STANDARDS SETTING PROCESS

Both The A and GAO follow a due process
procedure in esfablishing new and revised
auditing sfandards. Both organizations issue
exposure drafts of the proposed new standards
for public comment. For GAO, the Compitroller
Ceneral appoints an Advisory Council on
Government Auditing Standards to provide
advice on issues related to Yellow Book
standards. The Council consists of auditing and
accounting professionals at the federal, state,
and local government level, users and preparers,
academics, and private sector CPA firms that
perform government audits. For the Yellow
Book, the Comptroller General relies heavily on
advice provided by the Council, but the final
responsibility for issuance of the standards rests

for the Professional Practice of Internal Auditing,
Practice Advisories. Practice Guides, and

Position Papers are contained in the International
Professional Practices Framework, more commonly
referred to as the “Red Book.”

The Institute has more than 160,000 members
with global headquarters in Altamonte Springs,
Florida. Throughout the world, The lIA is
recognized as the infernal audit profession’s
leader in certification, education, research, and
fechnological guidance.

with the Compitroller General. For The lIA, the
issuance of new or revised Standards falls under
the sole responsibility of the Infernal Auditing
Standards Board (IASB). The Board has members
infernationally from both the private and public
sectors including members from infernal audit
organizations in corporations, service providers,
and government organizations, as well as
academia. In addition, the IASB coordinates
with other IIA committees including: (1) the
Professional Issues Committee, and (2) the Public
Sector Committee (formerly the Government
Relations Committee] that represents government
internal auditors and also assisfs in promoting
the Certified Government Auditing Professional
(CGAP) exam, a specialty designation for
government audifors.



Ill. CONSTITUENCIES

The Yellow Book contains requirements and
guidance for a variety of constituencies. These
standards must be followed by all professional
auditors conducting financial audits of
government and non-profit organizations
receiving federal funds subject to the audit
requirement of U.S. OMB Circular A-133,
Audits of States, local Governments, and
Non-Profit Organizations. Additionally,

many government audit organizations, both
domestically and infernationally, follow the Yellow
Book in the conduct of performance audits,
either by policy or through a legal requirement.
It is required to be used by Federal Inspectors
General and by many state and local government
auditors, some internal auditors, as well as by
CPA firms in the conduct of single audits and
other government audits. Additionally, many
auditors and audit organizations voluntarily
choose to perform their work in accordance
with the Yellow Book. The Yellow Book contains
requirements for financial audits, attestation
engagements, and performance audits.

The lIA standards are used by infernal auditors
throughout the world. Members of The IIA work in
internal auditing, risk management, governance,
internal control, information technology audit,
education, and security.

Some government audit organizations have
and continue to conduct audits that comply

with both the Red Book and the Yellow Book. In

addition, some organizations have expressed
an interest in adopting audit standards issued

by both organizations and would benefit from
some practical guidance on how to address
differences in standards. The auditing standards
of The lIA are often implemented along with the
performance audit requirements of the Yellow
Book, which are contained in Chapters 1
through 3, and 7 and 8. While the Yellow
Book is used for conducting government audits
by both external and internal audit organizations,
it does confain some specific requirements and
guidance relafed fo infernal auditors and internal
audit organizations.

Representation on GAO Advisory Council and
lIA Boards, and Committees

GAO has consistently and continually provided
recognition to the work of infernal auditors in ifs
standards. In accordance with its mission, The IIA
supports the global profession of internal auditing
through its Standards and Practice Advisories.
Over the years, the Comptroller General’s
Advisory Council has included many government
auditors who are also members of The IIA

and serve on A committees that influence the
development of internal auditing standards. Both
the Comptroller General and the Chairman of
the Board of The lIA make a conscientious effort
fo have members from each other’s organization
on councils, boards, and committees to develop
standards that meet the needs of both groups.



IV. AUDITING STANDARDS COMPARISON OVERVIEW

There are many similarities between the Red
Book and the Yellow Book. Table 1 identifies
the general, fieldwork, and reporting standards
contained in the July 2007 revision of the
Yellow Book for performance audits. The table
also shows, for comparison, the Attribute and

Performance Standards in the 2009 Red Book.
In addition, both organizations identify ethics

as a necessary foundation for a professional
audit organization and its auditors in performing
government audits.

Table 1
Comparison Overview

GAQ's Government Auditing Standards:
The Yellow Book

e Use and Application of GAGAS
e FEthical Principles in Government Auditing

®  General Standards:
- Independence
- Professional Judgment
- Competence
- Quality Control and Assurance

e Field Work Standards for Performance
Audits:
- Reasonable Assurance
- Significance in a Performance Audit
- Audit Risk
- Planning
- Supervision
- Evidence
- Audit Documentation

® Reporting Standards for Performance Audits
- Reporting
- Report Contents
- Distributing Reports

[IA’s International Professional Practices
Framework: The Red Book

e Preface and Definition of Internal Auditing
e Code of Ethics

e Attribute Standards:
- Purpose, Authority, and Responsibility
- Independence and Objectivity
- Proficiency and Due Professional Care
- Quality Assurance and Improvement
Program

® Performance Standards:

- Managing the Internal Audit Activity

- Nature of Work (Governance, Risk
Management, and Control)

- Engagement Planning

- Performing the Engagement (Identifying
Information, Analysis and Evaluation,
Documenting Information, and Engagement
Supervision)

- Communicating Results

- Monitoring Progress

- Resolution of Senior Management's
Acceptance of Risks

- Practice Advisories




V. KEY DIFFERENCES AND SUGGESTIONS FOR
COMPLYING WITH BOTH SETS OF STANDARDS

The following comments are infended to highlight
differences that audit organizations should
consider if they elect to follow and reference

both the Yellow Book and the Red Book and
suggestions on how to address such differences.

A. lssue 1 — “Consulting” Under the Red
Book Compared to “Consulting” Under
the Yellow Book

The Red Book defines internal auditing, in part,
as, "... an independent, objective assurance
and consulting activity designed to add value
fo an organization's operations.” Accordingly,
consulting as described by the lIA is one of

two major types of audit services that can be
provided by internal audit organizations. Further,
The IIA defines “consulting services” as advisory
and related client service activities ... without
the internal auditor assuming management
responsibility.” By comparison, paragraph
A3.01 of the Yellow Book describes types of
professional services, other than audits and
aftestation engagements, that are sometimes
referred to as nonaudit services or consulting
services. The Yellow Book and the Red Book
use the word "consulting” to describe different
services. The Red Book uses the term consulting
within the definition of infernal auditing, whereas,
the Yellow Book uses the term fo refer to a
nonaudit service.

Both organizations are aware of their differing
use of the term “consulting.” However, both
organizations are in agreement that fo remain
independent for purposes of conducting audit
work, auditors must adhere fo the two overarching
principles described in paragraph 3.22 in the
Yellow Book: “(1) audit organizations must not
provide nonaudit services that involve performing

management functions or making management
decisions and (2] audit organizations must not
audit their own work or provide nonaudit services
in situations in which the nonaudit services are
significant or material fo the subject matter of

the audits.”

Suggestion:

Audit organizations that desire fo follow the Red
Book and the Yellow Book in audit work should
conduct such work in accordance with both sets
of audit standards. Auditors should comply with
the Yellow Book overarching principles described
in paragraph 3.22, and auditors should not
assume management responsibilities as provided
for in The lIA definition of consulting services.
Work performed in accordance with The lIA
consulting standards may be comparable to a
performance audit when the two overarching
independence principles of the Yellow Book

are met, along with the other standards for
performance audits contained in Chapters 1
through 3 and 7 and 8 of the Yellow Book.

B. Issue 2 - Independence in the
Performance of Audit Services

Standard 1130.A1 of the Red Book states that
an internal auditor’s objectivity is presumed to
be impaired if the auditor provides assurance
services for an activity the internal auditor had
responsibility for within the previous year.
Standard 1130.C1 states that internal auditors
may provide consulting services relating

fo operations for which they had previous
responsibilities. In contrast, the Yellow Book
describes a personal impairment fo independence
in paragraph 3.07d when there is concurrent or



subsequent performance of an audit by the same
individual who maintained the official accounting
records when such activities involved...or
otherwise exercising authority on behalf of the
entity, or having authority to do so. Yellow Book
footnote 22 specifies that the period covered

by the personal impairment includes the period
covered by the audit and the period in which

the audit is being performed and reported.
Accordingly, the Yellow Book is more detfailed on
audit work an auditor may perform if the auditor
was previously an employee of the program,
activity, or function to be audited. Question 40
in the Government Auditing Standards, Answers
to Independence Standard Questions provides
additional guidance on this issue.

Suggestion:

Audit organizations should review paragraphs
3.03-3.05 and 3.07d of the Yellow Book to
avoid the appearance of a lack of independence
when a person is employed as an auditor and is
subsequently assigned to audit an area for which
the person had previous responsibility. Factors fo
consider before making an assignment in these
circumstances include a review of changes in
policies, organization and management structure,
the length of time the person has been an auditor
since leaving the area now assigned fo audit,
and perceptions as to how others would view
the auditor’s independence. In this instance,

the chief audit executive (CAE) or head of the
internal audit organization should include in the
audit documentation the rationale, factors, and
standards considered in making the assignment.

C. lIssue 3 — Performing Nonaudit Work

Red Book Standard 1130 sfafes that if
independence or objectivity is impaired in fact

or appearance, the defails of the impairment

must be disclosed to appropriate parties. Further,
Practice Advisory 1130.A2-1 addresses situations

where the auditor may be called upon to perform
“non-audit services.” This practice advisory stafes
that if auditors have this responsibility, then they
are not functioning as internal audifors. Also,

the practice advisory notes that performance of
non-audit work by the internal auditor needs to be
disclosed in the auditor’s standard communication
fo the board.

By comparison fo the above, the Yellow Book

in paragraphs 3.25-3.30 discusses three types
of nonaudit services: those that do not impair
independence, those that would not impair
organizational independence, as long as the
audit organization complies with supplemental
safeguards, and those that do impair
independence. For those nonaudit services in

the second category, staff can be assigned to
perform such nonaudit work; however, in these
instances, the organization must adhere to cerfain
supplemental safeguards. In addition, the audit
organization that performed the nonaudit work
would not be independent to subsequently audit
the same program, activity, or function.

The Yellow Book also describes other

more serious impairments to organizational
independence. For example, if the nonaudit work
is considered significant to the organization'’s
current scope or planned scope of work,
organizational independence is impaired and the
supplemental safeguards cannot overcome the
impairment. In these instances, the organization
should refuse to conduct the work or, if required
fo perform the audit and the nonaudit service by
law, the organization would have to disclose in
the audit report that the organization was not
independent and modify the required GAGAS
compliance statement. The Yellow Book has

more detailed requirements in this area and can
have a significant effect on an infernal audit
organization’s ability to conduct a complete
scope of services.




Suggestion:

Audit organizations should carefully review the
Yellow Book independence standards contained
in paragraphs 3.02-3.30. Audit organizations,
particularly small internal audit organizations,
should carefully review paragraphs 3.25-3.30
because the performance of certain types of
nonaudit services by the audit organization or
specific staff could impair independence on the
assigned audit and significantly affect the ability
of the audit organization o conduct the audits.
Consideration should be given to making every
effort fo conduct all work in accordance with the
more detailed requirements of the Yellow Book.

D. Issue 4 — Reviewing the Organization’s
Ethics Program

Standard 2110.A1 of the Red Book provides
that the internal audit activity must evaluate the
design, implementation, and effectiveness of the
organization’s ethics-related objectives, programs,
and activities. By comparison, the Yellow Book
devotes Chapter 2 to ethical principles of the
audit organization. Further, while not an audit
requirement, paragraph 1.02 of the Yellow Book
discusses the ethical responsibility for government
officials and establishes an expectation that
government officials would carry out public
functions ethically. The Red Book appears to be
more detailed as it requires a periodic evaluation
of the entire organization’s ethicselated
objectives, programs, and activities, not just the
ethics of the audit organization.

Suggestion:

To comply with the additional requirements of the
Red Book, a periodic evaluation should be made
of the organizations ethics program and that
evaluation should be documented through a note
or memos fo the file, or through an audit on the
subject matter.

E. Issue 5 — Risk Assessment for Overall
Audit Planning

Standard 2010 of the Red Book states that the
CAE must establish risk-based plans to determine
the priorifies of the internal audit activity,
consistent with the organization’s goals. Standard
2010.A1 further requires that the internal audit
activity’s plan of engagements must be based

on a documented risk assessment, undertaken

at least annually, and the input of senior
management and the board must be considered
in this process. The Yellow Book does not contain
requirements pertaining to the overall audit
planning for the audit organization, but focuses
on planning associated with individual audits.

Suggestion

To comply with the additional requirements of the
Red Book, the audit organization should complefe
a plan of engagements at least annually that is
based on a documented risk assessment.

F. lIssue 6 — External Quality
Assurance Review

In Standard 1312 of the Red Book, external
assessments must be conducted at least once
every five years by a qualified, independent
reviewer or review feam from outside the
organization; whereas, paragraph 3.55 of

the Yellow Book states that audit organizations
performing work in accordance with GAGAS
must have an external peer review performed by
reviewers independent of the audit organization
at least once every three years. Paragraph
3.61 of the Yellow Book also requires infernal
audit organizations to provide a copy of the
external peer review report fo those charged with
governance and government audit organizations
fo communicate the overall results and the
availability of their external peer review reports



fo appropriate oversight bodies. Standard

1320 of the Red Book requires the CAE to
communicate the results of the quality assurance
and improvement program to senior management

and the board.

Suggestion:

Audit organizations conducting audits under the
Red Book and the Yellow Book should have a
peer review or an external quality assurance
review conducted every three years designed to
defermine conformance with both the Red Book
and the Yellow Book. This approach would likely
be more efficient than having a Yellow Book
review every three years and a Red Book review
every five years.

G. lIssue 7 — Quality Assurance Systems

Standard 1300 of the Red Book states that

the CAE must develop and maintain a quality
assurance and improvement program (QAIP)

that covers all aspects of the internal audit
activity. Standard 1310 requires that the
program must include both infernal and external
assessments. Standard 1311 provides that
internal assessment must include ongoing
monitoring of the performance of the infernal
audit activity and periodic reviews performed
through self-assessment or by other persons within
the organization, with sufficient knowledge of
internal audit practices. (External assessments are
discussed under Issue 5.) Standard 1320 requires
that the CAE communicate the results of the QAIP
fo senior management and the board. Finally,
Practice Advisory 1311-1: Internal Assessments
provides recommended guidance for performing
internal assessments within the internal audit
activity including that the CAE reports the results
of infernal assessments at least annually.

Paragraph 3.50 of the Yellow Book states that
each audit organization performing audits or
aftestation engagements in accordance with
GAGAS must establish a system of quality
confrol that is designed to provide the audit
organization with reasonable assurance that

the organization and ifs personnel comply

with professional standards and applicable
legal and regulatory requirements. Paragraph
3.53 includes requirements that the policies

and procedures of the audit organization'’s
system of quality control should collectively
address: leadership responsibilities for quality
within the audit organization; independence,
legal, and ethical requirements; initiation,
acceptance, and continuance of audit and
affestation engagements; human resources;
audit and attestation engagement performance,
documentation, and reporting; and monitoring of
quality. Also, paragraph 3.54 requires the audit
organization fo analyze and summarize the results
of its monitoring procedures at least annually,
with identification of any systemic issues needing
improvement, along with recommendations for
corrective action.

Both sefs of standards discuss the need for

the audit organization fo establish a quality
assurance systfem. However, the Yellow Book
includes more defailed requirements for the audit
organization’s quality assurance system and the
requirement to annually summarize the results of
its moniforing procedures.

Suggestion:

Audit organizations follow the more detailed
requirements for the audit organization’s

quality assurance system that are included in

the Yellow Book and recommendations in IIA
Practice Advisory 1311-1 and analyze and
summarize the results of its monitoring procedures
at least annually.




H. Issue 8 — Reporting Compliance
with the Standards

Yellow Book paragraph 8.30, provides specific
language the auditor should use fo indicate work
was performed in accordance with GAGAS.
The language provides for a compliance
statement that the audit complied with GAGAS
and a description of work relating to planning,
performance of work, evidence, and providing
reasonable assurance that evidence collected
provides a reasonable basis for findings

and recommendations.

Suggestion:

When reporting, use language of the Yellow
Book and also make reference to the Red Book
similar fo the following:

We conducted this audit in accordance with
Generally Accepted Government Audliting
Standards and the International Standards for
the Professional Practice of Infernal Auditing.
Those standards require that we plan and
perform the audit fo obtain sufficient,
appropriate evidence to provide a reasonable
basis for our findings and conclusions based
on our audit objectives. \We believe that the
evidence obtained provides a reasonable
basis for our findings and conclusions based
on our audit objectives.

Note: Internal audit organizations that have
not had an external quality assurance review
may not be able fo make the above statement.
See Red Book Standard 1321 and Practice
Advisory 1321-1.

I lssue 9 — Referencing the Standards

In Standard 1321 of the Red Book, the CAE may

state that the infernal audit activity conforms with

the Infernational Standards for the Professional
Practice of Internal Audiiing only if the results

of the QAIP support this statement. Further,
Practice Advisory 1321-1 stafes that initial use
of the compliance phrase is not appropriate
until an external review has demonstrated the
infernal audit activity is in conformance with the

Definition, the Code of Ethics and the Standards.

By comparison, the Yellow Book in paragraphs
1.12 and 8.30 states that auditors should
include a GAGAS compliance statement in the
auditor’s report. The Yellow book contains more
detailed requirements for reporting compliance
with the audit sfandards. Paragraph 3.55 (and
the related footnote number 40) states that an
external review requirement is effective within
three years from the date an organization begins
fieldwork on ifs first assignment in accordance
with GAGAS. Paragraph 3.53f discusses
monitoring as part of the system of quality control
fo evaluate adherence to professional standards,
design of the quality control system, and whether
the quality control policies and procedures

are operating effectively and complied with in
practice. Yellow Book footnote 35 states that

an audit organization’s noncompliance with

the peer review requirements results in @
modified GAGAS compliance statement,

and the audit organization’s compliance

with the requirements for a system of quality
control are tested and reported on as part of

the peer review process and do not impact the
GAGAS compliance statement.

Suggestion:

Until the audit activity has complefed
assessments that demonstrate the audit activity
is in conformance with the Red Book, they
should not report activities are conducted in
accordance with the Standards but should
make the compliance statement as allowed

under GAGAS, if applicable.



J. Issue 10 - Fraud

Both the Red Book and the Yellow Book address
various aspects of fraud as it relates to required
knowledge, planning, additional procedures, and
reporting as follows:

e Knowledge
Red Book Standard 2120-A2 requires
the infernal audit activity to evaluate
the potential for the occurrence of fraud
and how the organization manages
fraud risk. In addition, standard
1210.A2 requires that the internal
auditors have sufficient knowledge
fo evaluate the risk of fraud and the
manner in which it is managed by
the organization, but auditors are not
expected to have the expertise of a
person whose primary responsibility
is defecting and investigating fraud.
Yellow Book paragraph 3.40 requires
that the sfaff assigned to perform the
audit must collectively possess adequate
professional competence for the tasks
required. In this case, competence is
implied relative to froud detection.

e Planning
Both Standards require assessment of
potential fraud risk during engagement
planning. The primary Standards for the
Red Book are 2120-A1 and 2120-A2.
The primary paragraphs for the Yellow
Book are 7.30 through 7.32.

e Additional Procedures
In paragraph 7.30, the Yellow Book
requires audit feam members to discuss
among the team fraud risks, including
factors that could allow individuals to
commit fraud. Also, the Yellow Book
states in paragraphs /.31 and 7.32

that auditors should design additional
procedures when they identify factors or
risks related to fraud that has occurred
or is likely to have occurred or that fraud
may have occurred that is significant
within the context of the audit objectives.

® Reporting
The Red Book and the Yellow Book both
provide specific guidance on reporfing
of fraud issues, i.e., the Red Book under
Standard 2060 and the Yellow Book
under paragraphs 8.18, 8.21, 8.22,
and 8.24. The Yellow Book requires the
reporting of all fraud that has occurred
or is likely to have occurred, unless
inconsequential.

Suggestion:

Both the Red Book and the Yellow Book provide
guidance in the area of fraud. However, the
Yellow Book provides more specific guidance.
Conducting a fraud brainstorming session for
each audit and performing additional audit
procedures should factors or risks related to fraud
be identified are specific requirements of the
Yellow Book, which are currently not addressed
in the Red Book. In addition, the Yellow Book has
more detailed requirements for the reporting of
fraud. Auditors should follow the more detailed
Yellow Book requirements.

K. lssue 11 - Follow-up on Previous Audits

In Standard 2500 of the Red Book, the CAE
must esfablish and maintain a system fo monitor
the disposition of results communicated fo
management. Further, Standard 2500.A1
provides that the CAE must establish a follow-up
process to monitor and ensure that management
actions have been effectively implemented or
that senior management has accepted the risk of



not faking actions. By comparison, paragraph
7.306 of the Yellow Book provides that auditors
should evaluate whether the audited entity has
taken appropriate corrective action to address
findings and recommendations from previous
engagements that are significant within the
context of the audit objectives. VWhen planning
the audit, auditors should ask management of
the audited entity fo identify previous audits,
attestation engagements, performonce audis,

or other studies that directly relate to the
objectives of the audit, including whether related
recommendations have been implemented.
Auditors should use this information in assessing
risk and determining the nature, timing, and extent
of current audit work, including defermining the
extent fo which testing the implementation of the
corrective actions is applicable to the current
audit objectives.

The Red Book requires follow up activities on
each audit to ensure accountability; whereas,
the Yellow Book requires follow up on previous
audits to the extent that such management
actions could affect the planning of the current
engagement. Additionally, the Yellow Book
indicates in paragraph A1.08f that establishing
and maintaining a process fo frack the status

of findings and recommendations is a
management responsibility.

Suggestion:

Audit organizations should establish a follow
up process that meets the requirement of the
more detailed Red Book, while not assuming
management's responsibilifies.

L. Issue 12 — Continuing Professional
Education (CPE)

Standard 1230 of the Red Book states that

internal audifors must enhance their knowledge,

skill, and other competencies through continuing
professional development. Practice Advisory
1230-1 states that internal auditors with
professional certifications are responsible for
obtaining sufficient CPE to satisfy requirements
related to the professional certification

held. Infernal auditors not presently holding
certifications are encouraged to pursue CPE that
supports efforts to obtain professional certification.
The Red Book does not specify the number

of hours recommended per year or biennially
for auditors that are not certified. The Yellow
Book, in paragraph 3.46, requires auditors to
complete, every 2 years, at least 24 hours of
CPE that directly relates to government auditing,
the government environment, or the specific or
unique environment in which the audited entity
operates. For auditors who are involved in any
amount of planning, directing, or reporting on
GAGAS assignments and those auditors who
are not involved in those activities but charge
20 percent or more of their time annually to
GAGAS assignments should also obtain af least
an additional 56 hours of CPE (for a total of
80 hours of CPE in every 2-year period| that
enhances the auditor's professional proficiency
to perform audits or atfesfation engagements.
The Yellow Book requirement for CPE applies

fo all persons defined as auditors or internal
specialists and makes no distinction between
recommended hours of CPE for certified staff
versus staff not certified.

Suggestion:

Audlit organizations follow the more detailed

CPE requirements of the Yellow Book for all
auditors, whether certified or not. See the
Government Auditing Standards Guidance on
GAGAS Requirements for Continuing Professional
Education for additional guidance on complying
with Yellow Book CPE requirements.



Appendix A - Standard-by-Standard Comparison

July 2007 Revision of GAGAS

Chapter 1 - Use and Application of GAGAS

Introduction

1.01 Audifing is essenfial to government
accountability fo the public. Audits and affestation
engagements provide an independent, objective,
nonpartisan assessment of the sfewardship,
performance, or cost of government policies,
programs, or operations, depending upon the type
and scope of the audit.

Purpose and Applicability of GAGAS

1.04 Laws, reguloﬂons, contracts, grant agreements,
or policies frequently require audits in accordance
with GAGAS. Many auditors and audif organizations
also voluntarily choose to perform their work in
accordance with GAGAS. The requirements and
guidance in this document apply to audits and
affestation engagements of government entities,
programs, activities, and functions, and of government
assistance administered by contractors, nonprofit
entities, and other nongovernmental entities when the
use of GAGAS s required or is voluntarily followed.

Performance Audits

1.25 Performance audits are defined as engagements
that provide assurance or conclusions based on

an evaluation of sufficient, appropriate evidence
against stated criteria, such as specific requirements,
measures, or defined business practices. Performance
audits provide objective analysis so that management
and those charged with governance and oversight
can use the information fo improve program(footnote
not shown] performance and operations, reduce
costs, facilitate decision making by parties with
responsibility fo oversee or initiate corrective action,
and contribute fo public accountability. Reporting
information without following GAGAS is not @
performance audit but a nonaudit service provided by
an audit organization.

[IA IPPF

Preface

By definition internal auditing is an independent,
objective assurance and consulting activity designed
fo add value and improve and organizations’
operations. It helps an organization accomplish

its objectives by brining a systematic, disciplined
approach fo evaluate and improve the effectiveness of
risk management, control, and governance processes.
Throughout the world, internal audifing is performed
in diverse environments within organizations that

vary in purpose, size, and structure. In addition,

the laws and customs within various countries differ
from one another. These differences may affect the
practice of internal auditing in each environment. The
implementation of the IPPF, therefore, will be governed
by the environment in which the infernal audit activity
carries out ifs assigned responsibilifies.

Conformance with the concepts enunciated in the
mandatory guidance is essential fo carrying out the
responsibilities of intfernal auditors and the internal
audit activity effectively. As stated in the Code of
Ethics, internal auditors shall perform internal audit
services in accordance with the Standards.

1000 - Purpose, Authority, and Responsibility

The purpose, authority, and responsibility of the
internal audit activity must be formally defined in an
internal audit charter, consistent with the Definition

of Infernal Auditing, the Code of Ethics, and the
Standards. The chief audit executive must periodically
review the infernal audit charfer and present it to
senior management and the board for approval.

1000.A1 The nature of assurance services provided
fo the organization must be defined in the internal
audit charter. If assurances are fo be provided fo
parties outside the organization, the nature of these
assurances must also be defined in the internal

audit charter.
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Use of Terminology to Define Professional
Requirements in GAGAS
1.07 GAGAS use two categories of professional
requirements, identified by specific terms, to describe
the degree of responsibility they impose on auditors
and audit organizations, as follows:
a. Unconditional requirements: Auditors and
audit organizations are required fo comply
with an unconditional requirement in all cases
in which the circumstances exist to which the
unconditional requirement applies. GAGAS
use the words must or is required to specify an
unconditional requirement.
b. Presumptively mandatory requirements:
Auditors and audit organizations are also
required to comply with a presumptively
mandatory requirement in all cases in which the
circumsfances exist fo which the presumptively
mandatory requirement applies; however,
in rare circumstances, auditors and audit
organizations may depart from a presumptively
mandatory requirement provided they document
their jusfification for the departure and how
the alternative procedures performed in the
circumstances were sufficient to achieve the
objectives of the presumptively mandatory
requirement. GAGAS use the word should to
specify a presumptively mandatory requirement.

Stating Compliance with GAGAS

in the Auditors’ Report

1.11 When auditors are required fo follow GAGAS
or are representing fo others that they followed
GAGAS, they should follow all applicable GAGAS
requirements and should refer to compliance with
GAGAS in the auditors’ report as sef forth in
paragraphs 1.12 and 1.13.

1.12 Auditors should include one of the following
types of GAGAS compliance statements in reports
on GAGAS audits and affesfation engagements, as
appropriate. [Footnote not shown.]

a. Unmodified GAGAS compliance stafement:
Stating that the auditor performed the audit or
affestation engagement in accordance with
GAGAS. Auditors should include an unmodified
GAGAS compliance statement in the audit report
when they have (1] followed all applicable
unconditional and presumptively mandatory

[IA IPPF

Preface

The mandatory nature of the Standards is emphasized
by the use of the word “must”. The Standards use the
word "must” to specify an unconditional requirement.
In some exceptional cases, the Standards use the
ferm “should”. The Standards use the word “should”
where conformance is expected unless, when
applying professional judgment, circumstances

justify deviation.

1321 - Use of “Conforms with the International
Standards for the Professional Practice of Internal
Auditing”

The chief audit executive may state that the internal
audit activity conforms with the Infernational Standards
for the Professional Practice of Infernal Auditing only if
the results of the quality assurance and improvement
program support this stafement.

Practice Advisory 1321-1: Use of “Conforms with
the International Standards for the Professional
Practice of Internal Auditing”

The phrase to be used may be: “in conformance with
the Standards,” or “in conformity to the Standards.”
To use one of these phrases, an external assessment
is required at least once during each five-year
period, along with ongoing monitoring and periodic
internal assessments and these activities need to
have concluded that the infernal audit activity is in
conformance with the Definition of Intfernal Auditing,
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GAGAS requirements, or (2) have followed all
uncondifional requirements and documented
justification for any departures from applicable
presumptively mandatory requirements, and have
achieved the objectives of those requirements
through other means.

b. Modified GAGAS compliance statement:
Stating either that (1) the auditor performed the
audit or affestation engagement in accordance
with GAGAS, except for specific applicable
requirements that were not followed, or (2)
because of the significance of the departure(s)
from the requirements, the auditor was unable
to and did not perform the audit or affestation
engagement in accordance with GAGAS.
Situations when auditors use modified
compliance statements include scope limitations,
such as restrictions on access to records,
government officials, or other individuals needed
fo conduct the audit. VWhen auditors use a
modified GAGAS statement, they should disclose
in the report the applicable requirement(s)
not followed, the reasons for not following
the requirement(s), and how not following the
requirements affected, or could have affected,
the audit and the assurance provided.

1.13 When auditors do not comply with any
applicable requirements, they should (1) assess

the significance of the noncompliance to the audit
objectives, (2) document the assessment, along with
their reasons for nof following the requirement, and (3)
determine the type of GAGAS compliance statement.
[Footnote not shown.] The auditors’ determination will
depend on the significance of the requirements not
followed in relation to the audit objectives.

Relationship between GAGAS and

Other Professional Standards

1.14 Auditors may use GAGAS in conjunction with
professional standards issued by other authoritative
bodies. Auditors may also cite the use of other
standards in their audit reports, as appropriate. If
the auditor is citing compliance with GAGAS and
inconsistencies exist between GAGAS and other
standards cited, the auditor should use GAGAS as
the prevailing standard for conducting the audit and
reporting the results.

[IA IPPF

the Code of Ethics, and the Standards. Initial use
of the conformance phrase is not appropriate
until an external review has demonstrated that the
internal audit activity is in conformance with the
Definition of Internal Auditing, the Code of Ethics,
and the Standards.

1322 — Disclosure of Nonconformance

When nonconformance with the Definition of Internal
Auditing, the Code of Ethics, or the Standards
impacts the overall scope or operation of the internal
audit activity, the chief audit executive must disclose
the nonconformance and the impact fo senior
management and the board.

Standards Introduction

If the Standards are used in conjunction with
standards issued by other authoritative bodies,

audit communications may also cite the use of

other standards, as appropriate. In such a case, if
inconsistencies exist between the Standards and other
standards, internal auditors and the internal audit
activity must conform with the Standards, and may
conform with the other standards if they are more
restrictive.
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Types of GAGAS Audits and Attestation
Engagements

1.19 In some audits and attestation engagements, the
standards applicable fo the specific audit objective
will be apparent. ... However, some engagements
may have multiple or overlapping objectives. ... In
cases in which there is a choice between applicable
standards, auditors should evaluate users’ needs and
the auditors’ knowledge, skills, and experience in
deciding which standards to follow.

1.33 GAGAS do not cover professional services
other than audits or affestation engagements (nonaudit
services). ... Therefore, audifors must not report that
the nonaudif services were conducted in accordance
with GAGAS. When performing nonaudit services
for an entity for which the audit organization performs
a GAGAS audit or attesfation engagement, audit
organizations should communicate, as appropriate,
with requestors and those charged with governance
to clarify that the scope of work performed does not

constitute an audit under GAGAS.

1.34 Audit organizations that provide nonaudit
services must evaluate whether providing nonaudit
services creates an independence impairment either
in fact or appearance with respect fo the enfifies
they audit.

Chapter 2 — Ethical Principles in
Government Auditing

The Public Interest

2.06 The public interest is defined as the collective
well-being of the community of people and enfities
the auditors serve. Observing integrity, objectivity,
and independence in discharging their professional
responsibilifies assists auditors in meeting the
principle of serving the public inferest and honoring
the public frust. These principles are fundamental

[IA IPPF

1130.A1 - Infernal auditors must refrain from
assessing specific operations for which they were
previously responsible. Objectivity is presumed to be
impaired if an internal auditor provides assurance
services for an activity for which the infernal auditor
had responsibility within the previous year.

Practice Advisory 1130.A1-1: Assessing
Operations for Which Internal Auditors Were
Previously Responsible

1130.A2 — Assurance engagements for functions
over which the chief audit executive has responsibility
must be overseen by a party outside the infernal
audit activity.

Practice Advisory 1130.A1-2: Internal Auditing’s
Responsibility for Other (Non-audit) Functions

1130.C2 - If infernal auditors have potential
impairments fo independence or objectivity relating
fo proposed consulfing services, disclosure must be
made fo the engagement client prior fo accepting
the engagement.
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to the responsibilities of auditors and critical in the
government environment.

2.07 A distinguishing mark of an auditor is
acceptance of responsibility to serve the public
inferest. This responsibility is critical when audifing in
the government environment. GAGAS embody the
concept of accountability for public resources, which
is fundamental to serving the public inferest.

Integrity

2.09 Making decisions consistent with the public
inferest of the program or activity under audit is

an important part of the principle of integrity. In
discharging their professional responsibilities,
auditors may encounter conflicting pressures from
management of the audited entity, various levels of
government, and other likely users. Audifors may also
encounfer pressures fo violate ethical principles to
inappropriately achieve personal or organizational
gain. In resolving those conflicts and pressures, acting
with integrity means that audifors place priority on
their responsibilities to the public interest.

2.08 Public confidence in government is maintained
and strengthened by auditors’ performing their
professional responsibilities with integrity. Integrity
includes auditors” conducting their work with an
affitude that is objective, factbased, nonpartisan, and
nonideological with regard to audited entities and
users of the auditors’ reports. VWithin the constraints

of applicable confidentiality laws, rules, or policies,
communications with the audited entity, those charged
with governance, and the individuals contracting for
or requesting the audit are expected to be honest,
candid, and constructive.

Objectivity

2.10 The credibility of auditing in the government
sector is based on auditors” objectivity in discharging
their professional responsibilities. Objectivity includes

[IA IPPF

Integrity (Code of Ethics — Principle)

The integrity of infernal auditors establishes trust and
thus provides the basis for reliance on their judgment.

Code of Ethics (Rules of Conduct)
1. Integrity

Internal auditors:

1.1. Shall perform their work with honesty, diligence,
and responsibility.

1.2. Shall observe the law and make disclosures
expected by the low and the profession.

1.3. Shall not knowingly be a party to any illegal
activity, or engage in acts that are discreditable to the
profession of internal auditing or to the organization.
1.4. Shall respect and contribute to the legitimate and
ethical objectives of the organization.

Objectivity (Code of Ethics — Principles)

Infernal auditors exhibit the highest level of
professional objectivity in gathering, evaluafing,
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being independent in fact and appearance when
providing audit and affestation engagements,
maintaining an attitude of impartiality, having
intellectual honesty, and being free of conflicts

of interest. Avoiding conflicts that may, in fact or
appearance, impair auditors” objectivity in performing
the audit or affestation engagement is essential fo
refaining credibility. Maintaining objectivity includes
a continuing assessment of relationships with audited
enfities and other stakeholders in the context of the
auditors' responsibility to the public.'?

1°The concepts of objectivity and independence are
very closely related. Problems with independence or
conflicts of interest may impair objectivity. ...

Proper Use of Government Information, Resources,

and Position

2.11 Government information, resources, or

posifions are to be used for official purposes and not

inappropriately for the auditor’s personal gain or in a

manner contrary fo law or defrimental fo the legitimate
inferests of the audited entity or the audit organization.
This concept includes the proper handling of sensitive
or classified information or resources.

2.12 In the government environment, the public’s right
fo the transparency of government information has o
be balanced with the proper use of that information.
In addition, many government programs are subject
fo laws and regulations dealing with the disclosure of
information. To accomplish this balance, exercising
discrefion in the use of information acquired in the
course of auditors” duties is an important part in
achieving this goal. Improperly disclosing any such
information to third parties is nof an acceptable
practice.

2.13 As accountability professionals, accountability to
the public for the proper use and prudent management
of government resources is an essential part of
auditors' responsibilities. Profecting and conserving
government resources and using them appropriately

[IA IPPF

and communicating information about the activity or
process being examined. Internal auditors make a
balanced assessment of all the relevant circumstances
and are not unduly influenced by their own interests or
by others in forming judgments

2. Objectivity (Code of Ethics — Rules of Conduct)
Internal auditors:

2.1. Shall not participate in any activity or
relationship that may impair or be presumed to impair
their unbiased assessment. This participation includes
those activities or relationships that may be in conflict
with the interests of the organization.

2.2 Shall not accept anything that may impair or be
presumed to impair their professional judgment.

2.3 Shall disclose all material facts known to them
that, if not disclosed, may disfort the reporting of
activities under review.

Confidentiality (Code of Ethics — Principles)
Infernal auditors respect the value and ownership

of information they receive and do not disclose
information without appropriate outhorify unless there
is a legal or professional obligation to do so.

3. Confidentiality (Code of Ethics — Rules
of Conduct)

Internal auditors:

3.1 Shall be prudent in the use and protection of
information acquired in the course of their duties.

3.2 Shall not use information for any personal gain
or in any manner that would be contrary fo the law or
detrimental fo the legitimate and ethical objectives of
the organization.
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for authorized activities is an important element in the
public’s expectations for auditors.

2.14 Misusing the position of an auditor for personal
gain violates an auditor’s fundamental responsibilities.
An auditor’s credibility can be damaged by actions
that could be perceived by an objective third party
with knowledge of the relevant information as
improperly benefiting an auditor's personal financial
inferesfs or those of an immediate or close family
member; a general partner; an organization for which
the auditor serves as an officer, director, trustee, or
employee; or an organization with which the auditor
is negofiafing concerning future employment. ...

Professional Behavior

2.15 High expectations for the auditing profession
include compliance with laws and regulations and
avoidance of any conduct that might bring discredit

to auditors” work, including acfions that would cause
an objective third party with knowledge of the relevant
information to conclude that the auditors” work was
professionally deficient. Professional behavior includes
auditors’ putting forth an honest effort in performance
of their duties and professional services in accordance
with the relevant technical and professional standards.

Chapter 3 - General Standards

Independence

3.02 In all matters relating to the audit work, the
audit organization and the individual audifor,
whether government or public, must be free from
personal, external, and organizational impairments
fo independence, and must avoid the appearance of
such impairments of independence.

3.03 Auditors and audit organizations must maintain
independence so that their opinions, findings,
conclusions, judgments, and recommendations will be
impartial and viewed as impartial by objective third
parties with knowledge of the relevant information.
Auditors should avoid situations that could lead
objective third parties with knowledge of the relevant
information to conclude that the auditors are not able
fo maintain independence and thus are not capable
of exercising objective and impartial judgment on

[IA IPPF

1220 - Due Professional Care

Infernal auditors must apply the care and skill
expected of a reasonably prudent and competent
internal auditor. Due professional care does not

imply infallibility.

1100 - Independence and Objectivity

The internal audit activity must be independent,

and internal auditors must be objective in performing
their work.

1110 - Organizational Independence

The chief audit executive must report to a level
within the organization that allows the internal
audit activity to fulfill its responsibihﬁes. The chief
audit executive must confirm to the board, at least
annually, the organizational independence of the
internal audit activity.

1120 - Individual Objectivity
Infernal auditors must have an impartial, unbiased
affitude and avoid any conflict of interest.
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all issues associated with conducting the audit and
reporting on the work.

3.04 When evaluating whether independence
impairments exist either in fact or appearance with
respect fo the enfifies for which audit organizations
perform audits or affesfation engagements,

auditors and audit organizations must take into
account the three general classes of impairments

fo independence—personal, external, and
organizational. [Footnote not shown.] If one or more
of these impairments affects or can be perceived

to affect independence, the audit organization (or
auditor) should decline fo perform the work—except
in those situations in which an audit organization

in a government entity, because of a legislative
requirement or for other reasons, cannot decline fo
perform the work, in which case the govermment audit
organization must disclose the impairment(s) and
modify the GAGAS compliance statement. ...

3.05 When auditors use the work of a specialist,
[footnote not shown] auditors should assess the
specialist’s ability to perform the work and report
results imporﬂo”y as it relates to their re|o1ﬁonship with
the program or entity under audit. If the specialist’s
independence is impaired, auditors should not use the
work of that specialist.

3.06 If an impairment fo independence is identified
after the audit report is issued, the audit organization
should assess the impact on the audit. If the audit
organization concludes that it did not comply with
GAGAS, it should determine the impact on the
auditors’ report and notify entity management,

those charged with governance, the requesters, or
regulatory agencies that have jurisdiction over the
audited entity and persons known to be using the
audit report about the independence impairment and
the impact on the audit. The audit organization should
make such nofifications in writing.

Personal Impairments

3.07 Auditors participating on an audit assignment
must be free from personal impairments to
independence. [Footnote not shown.] Personal
impairments of auditors result from re|oﬁonships or

[IA IPPF

1130 - Impairment to Independence or Objectivity
If independence or objectivity is impaired in fact or
appearance, the details of the impairment must be
disclosed to appropriate parties. The nature of the
disclosure will depend upon the impairment.

1120 - Individual Objectivity
Infernal auditors must have an impartial, unbiased
affitude and avoid any conflict of inferest.
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beliefs that might cause auditors fo limit the extent

of the inquiry, limit disclosure, or weaken or slant
audit findings in any way. Individual auditors should
notify the appropriate officials within their audit
organizations if they have any personal impairment fo
independence. ...

3.08 Audit organizations and auditors may encounter

many different circumstances or combinations

of circumstances that could create a personal

impairment. Therefore, it is impossible to identify every

situation that could result in a personal impairment.

Accordingly, audit organizations should include

as part of their quality control system procedures

fo identify personal impairments and help ensure

compliance with GAGAS independence requirements.

At a minimum, audit organizations should

a. esfablish policies and procedures fo identify,
report, and resolve personal impairments fo
independence,

b. communicate the audit organization's policies
and procedures fo all auditors in the organization
and promote understanding of the policies and
procedures,

c. establish internal policies and procedures to
monitor comp|ionce with the audit organization'’s
policies and procedures,

d. establish a disciplinary mechanism to promote
compliance with the audit organization’s policies
and procedures,

e. stress the imporfance of independence and the
expectation that auditors will always act in the
public inferest, and

f. mainfain documentation of the steps taken
fo identify potential personal independence
impairments.

3.09 When the audit organization identifies @
personal impairment fo independence prior to or
during an audit, the audit organization should fake
action fo resolve the impairment in a Time|\/ manner. ...
If the personal impairment cannot be eliminated, the
audit organization should withdraw from the audit. In
situations in which auditors employed by government
entities cannot withdraw from the audit, they should

follow paragraph 3.04.

[IA IPPF

Practice Advisory 1130-1: Impairments to
Independence or Obijectivity

1. Infernal auditors are fo report fo the chief audit
executive (CAE) any situations in which an actual or
pofential impairment to independence or objectivity
may reasonably be inferred, or if they have questions
about whether a situation constitutes an impairment
fo objectivity or independence. If the CAE determines
that impairment exists or may be inferred, he or she
needs fo reassign the auditor(s).

20
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External Impairments

3.10 Audit organizations must be free from external
impairments to independence. Factors external

fo the audit organization may restrict the work or
interfere with auditors” ability to form independent
and objective opinions, findings, and conclusions.
External impairments to independence occur when
auditors are deterred from acting objectively and
exercising professional skepficism by pressures, actual
or perceived, from management and employees of the
audited entity or oversight organizations.

3.11 Audit organizations should include policies

and procedures for identifying and resolving external
impairments as part of their quality control system for
compliance with GAGAS independence requirements.

Organizational Independence

3.12 The ability of audit organizations in government
entities to perform work and report the results
objectively can be affected by placement within
government, and the sfructure of the government entity
being audited. Whether reporting fo third parties
externally or o top management within the audited
entity internally, audit organizations must be free

from organizational impairments to independence
with respect to the entities they audit. Impairments

fo organizational independence result when the

audit function is organizationally located within the
reporting line of the areas under audit or when the
auditor is assigned or fakes on responsibilities that
affect operations of the area under audit.

Organizational Independence for

External Audit Organizations

3.13 External audit organizations can be presumed

fo be free from organizational impairments

fo independence when the audit function is

organizationally placed outside the reporting line

of the entity under audit and the auditor is not

responsible for entity operations. Audit organizations

in government enfities can meet the requirement for

organizational independence in a number of ways

and may be presumed fo be free from organizational

impairments fo independence from the audited entity if

the audit organization is

a. afalevel of government other than the one to
which the audited entity is assigned (federal,

[IA IPPF

1100 - Independence and Objectivity

The infernal audit activity must be independent,

and internal auditors must be objective in performing
their work.

1110 - Organizational Independence

The chief audit executive must report to a level

within the organization that allows the internal audit
activity to fulfill its responsibilities. The chief audit
executive must confirm to the board, af least annually,
the organizational independence of the infernal

audit activity.

1110.A1 - The internal audit activity must be
free from interference in determining the scope
of internal auditing, performing work, and
communicating results.

Practice Advisory 1110-1: Organizational
Independence
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state, or local); for example, federal auditors
auditing a sfafe government program; or

b. in a different branch of government within the
same level of government as the audited entfity;
for example, legislative auditors audifing an
executive branch program.

3.14 Audit organizations in government enfities may

also be presumed to be free from organizational

impairments if the head of the audit organization
meets any of the following criteria:

a. directly elected by voters of the jurisdiction
being audited;

b. elected or appointed by a legislative body,
subject to removal by a legislative body, and
reports the results of audits to and is accountable
to a legislative body;

c. appointed by someone other than a legislative
body, so long as the appointment is confirmed by
a legislative body and removal from the position
is subject fo oversight or approval by a legislative
bodly, [footnote not shown] and reports the results
of audits to and is accountable to a legislative
body; or

d. appointed by, accountable to, reports to,
and can only be removed by a statutorily
created governing body, the majority of
whose members are independently elected
or appointed and come from outside the
organization being audited.

3.15 In addition to the presumptive criferia in
paragraphs 3.13 and 3.14, GAGAS recognize
that there may be other organizational structures
under which audit organizations in government
entities could be considered fo be free from
organizational impairments and thereby be
considered organizationally independent for reporting
externally. These sfructures provide safeguards

to prevent the audited entity from inferfering with

the audit organization’s ability to perform the

work and reporf the results imporﬁo”y. For an
external audit organization to be considered free
from organizational impairments under a structure
different from the ones listed in paragrophs 3.13
and 3.14, the audit organization should have all

of the following safeguards. In such situations, the
audit organization should document how each of the
following safeguards were satisfied and provide the

[IA IPPF

22
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documentation fo those performing quality control

monitoring and fo the external peer reviewers fo

determine whether all the necessary safeguards have
been met.

a. sfafutory profections that prevent the audited entity
from abolishing the audit organization;

b. sfatufory profections that require that if the head
of the audit organization is removed from office,
the head of the agency report this fact and the
reasons for the removal to the legislative body;

c. sfatutory profections that prevent the audited entity
from interfering with the initiation, scope, timing,
and completion of any audit;

d. statutory protections that prevent the audited entity
from interfering with audit reporting, including the
findings and conclusions or the manner, means,
or timing of the audit organization’s reports;

e. statutory profections that require the audit
organization to report to a legislative body
or other independent governing body on a
recurring basis;

f.  statutory protections that give the audit
organization sole authority over the selection,
retention, advancement, and dismissal of its
staff: and

g. statutory access fo records and documents
related to the agency, program, or function being
audited and access to government officials or
other individuals as needed to conduct the audit.
[Footnote not shown.]

Organizational Independence for Internal Audit
Functions
3.16 Certain federal, state, or local government
entities employ auditors to work for management of
the audited entities. These auditors may be subject to
administrative direction from persons involved in the
enfity management process. Such audit organizations
are internal audit functions and are encouraged fo
use the Institute of Internal Auditors (IIA) International
Standards for the Professional Practice of Infernal
Auditing in conjunction with GAGAS. Under GAGAS,
a government infernal audit function can be presumed
to be free from organizational impairments fo
independence for reporting infernally if the head of the
audit organization meets all of the following criteria:
a. is accountable to the head or deputy head

of the government entity or to those charged

with governance;

[IA IPPF

2060 - Reporting to Senior Management

and the Board

The chief audit executive must report periodically to
senior management and the board on the internal
audit activity’s purpose, authority, responsibility, and
performance relative to its plan. Reporting must also
include significant risk exposures and control issues,
including fraud risks, governance issues, and other
matters needed or requested by senior management

and the board.

1110 - Organizational Independence

The chief audit executive must report to a level
within the organization that allows the internal
audit activity to fulfill its responsibilities. The chief
audit executive must confirm to the board, at least
annually, the organizational independence of the
internal audit activity.

23
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b. reports the audit results both to the head or
deputy head of the government entity and fo
those charged with governance;

c. islocated organizationally outside the staff or
line- management function of the unit under audit;

d. has access fo those charged with governance;
and

e. s sufficiently removed from political pressures
fo conduct audits and report findings, opinions,
and conclusions objectively without fear of
political reprisal.

3.17 The internal audit organization should report
regularly fo those charged with governance.

3.19 The internal audit organization should document
the conditions that allow it fo be considered free

of organizational impairments to independence for
internal reporting and provide the documentation to
those performing quality control monitoring and to the
external peer reviewers to determine whether all the
necessary safeguards have been met.

Organizational Independence When
Performing Nonaudit Services

3.20 Audit organizations af times may perform
other professional services [nonaudit services) that
are not performed in accordance with GAGAS.
Audit organizations that provide nonaudit services
must evaluate whether providing the services
creates an independence impairment either in fact
or appearance with respect fo entities they audit.
[Footnote not shown.] ...

3.21 Audit organizations in govemnment entities
generally have broad audit responsibilities and,
therefore, should establish policies and procedures
for accepting engagements fo perform nonaudif
services so that independence is not impaired with
respect o entities they audit. ... Independent public
accounfants may provide audit and nonaudit services
[commonly referred to as consulting) under contractual
commitments fo an entity and should defermine
whether nonaudit services they have provided or are
committed fo provide have a significant or material
effect on the subject matter of the audis.

[IA IPPF

1111 - Direct Interaction With the Board
The chief audit executive must communicate and
interact directly with the board.

1130.A1 — Infernal auditors must refrain from
assessing specific operations for which they were
previously responsible. Objectivity is presumed to
be impaired if an internal auditor provides assurance
services for an activity for which the internal auditor
had responsibility within the previous year.

1130.A2 — Assurance engagements for functions
over which the chief audit executive has responsibility
must be overseen by a party outside the internal
audit activity.

1130.C1 — Infernal auditors may provide consulting
services relating to operations for which they had
previous responsibilities.

1130.C2 — If infernal auditors have pofential
impairments fo independence or objectivity relating
fo proposed consulting services, disclosure must be
made fo the engagement client prior fo accepting
the engagement.

Practice Advisory 1130.A1-1: Assessing
Operations for Which Internal Auditors Were
Previously Responsible
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Overarching Independence Principles

3.22 The following two overarching principles apply

fo audifor independence when assessing the impact of

performing a nonaudit service for an audited program
or entity:

[1)  audit organizations must not provide nonaudit
services that involve performing management
functions or making management decisions and

[2) audit organizations must not audit their own work
or provide nonaudit services in situations in which
the nonaudit services are significant or material
fo the subject matter of the audifs. [Footnote
not shown. ]

3.23 In considering whether audits performed by

the audit organization could be significantly or
materially affected by the nonaudit service, audit
organizations should evaluate (1) ongoing audits; (2]
planned audits; (3] requirements and commitments for
providing audits, which includes laws, regulations,
rules, contracts, and other agreements; and (4)
policies placing responsibilities on the audit
organization for providing audit services.

3.24 If requested [footnote not shown] to perform
nonaudit services that would impair the audit
organization's ability to meet either or both of the
overarching independence principles for certain types
of audit work, the audit organization should inform
the requestor and the audited entity that performing
the nonaudit service would impair the auditors’
independence with regard fo subsequent audit or
aftestation engagements.

Nonaudit Services That Would Not Impair
Independence if Supplemental Safeguards Are
Implemented

3.28 Services that do not impair the audit

organization's independence with respect to the

enfifies they audit so long as they comply with
supplemental safeguards include the following:

a. providing basic accounting assistance limited
fo services such as preparing draft financial
statements that are based on management’s
chart of accounts and trial balance and any
adjusting, correcting, and closing enfries that
have been approved by management; preparing
draft nofes to the financial statements based
on information defermined and approved by

[IA IPPF

Practice Advisory 1130.A2-1: Internal Audit’s

Responsibility for Other (Non-audit) Functions

1. Internal auditors are not to accept responsibility
for non-audit functions or duties that are subject to
periodic internal audit assessments. If they have
this responsibility, then they are not functioning as
internal auditors.

2. When the internal audit activity, chief audit
executive (CAE), or individual internal auditor is
responsible for, or management is considering
assigning, an operational responsibility that the
internal audit activity might audit, the internal
auditor’s independence and objectivity may
be impaired. At a minimum, the CAE needs to
consider the following factors in assessing the
impact on independence and objectivity:

®  Requirements of the Code of Ethics and
the Standards.

®  Expectations of stakeholders that may
include the shareholders, board of directors,
audit committee, management, legislative
bodies, public entities, regulatory bodies,
and public inferest groups.

e Allowances and/or restrictions confained in
the internal audit activity charter.

e Disclosures required by the Standards.

e Audit coverage of the acfivities or
responsibilities undertaken by the
internal auditor.

e Significance of the operational funcfion
fo the organization (in ferms of revenue,
expenses, repufation, and influence).

e length or duration of the assignment and
scope of responsibility.

e Adequacy of separation of duties.

e Whether there is any history or other
evidence that the infernal auditor’s objectivity
may be at risk.

3. Ifthe internal audit charter contains specific
restrictions or limiting language regarding the
assignment of non-audit functions to the internal
auditor, then disclosure and discussion with
management of such restrictions is necessary. If
management insists on such an assignment, then
disclosure and discussion of this matter with the
board is necessary. If the infernal audit charter
is silent on this matter, the guidance noted in the
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management; preparing a frial balance based
on management’s chart of accounts; maintaining
depreciation schedules for which management
has determined the method of depreciation, rate
of depreciation, and salvage value of the asset
(If the audit organization has prepared draft
financial statements and notes and performed
the financial statement audit, the auditor should
obtain documentation from management in
which management acknowledges the audit
organization's role in preparing the financial
statements and related notes and management's
review, approval, and responsibility for the
financial statements and related notes in

the management representation letter. The
management representation letter that is obtained
as part of the audit may be used for this type of
documentation.); ...

Nonaudit Services That Impair Independence

3.29 Compliance with supplemental safeguards

will not overcome independence impairments in this

category. By their nature, certain nonaudit services

directly support the entity's operations and impair the
audit organization’s ability to meet either or both of
the overarching independence principles in paragraph

3.22 for cerfain types of audit work. Examples of

the types of services under this category include

the following:

a. mainfaining or preparing the audited enfity's
basic accounting records or maintaining or taking
responsibility for basic financial or other records
that the audit organization will audit;

b. posfing transactions (whether coded or not
coded) to the entity’s financial records or to other
records that subsequently provide input to the
enfity’s financial records;

c. determining account balances or determining
capitalization criteria;

d. designing, developing, installing, or operating
the entity's accounting system or other information
sysfems that are material or significant to the
subject matter of the audit;

e. providing payroll services that (1) are material
fo the subject matter of the audit or the
audit objectives, and/or (2] involve making
management decisions;

f.  providing appraisal or valuation services that
exceed the scope described in paragraph 3.28 ¢;

[IA IPPF

points below are to be considered. All the points
noted below are subordinate to the language of
the internal audit charter.

When the internal audit activity accepts
operational responsibilities and that operation is
part of the audit plan, the CAE needs to:

®  Minimize the impairment to objectivity by
using a contracted, third-party entity or
external auditors to complete audits of those
areas reporting to the CAE.

e Confirm that individuals with operational
responsibility for those areas reporting fo the
CAE do not participate in internal audits of
the operation.

e Ensure that internal audifors conducting
the assurance engagement of those areas
reporting to the CAE are supervised by, and
report the results of the assessment, o senior
management and the board.

e Disclose the operational responsibilities
of the internal auditor for the function,
the significance of the operation to
the organization {in terms of revenue,
expenses, or other pertinent information),
and the relationship of those who audited
the function.

The auditor’s operational responsibiliies need
to be disclosed in the related audit report of
those areas reporting o the CAE and in the
internal auditor’s standard communication to
the board. Results of the intfernal audit may also
be discussed with management and/or other
appropriate sfakeholders. Impairment disclosure
does not negate the requirement that assurance
engagements for functions over which the CAE
has responsibility need to be overseen by a party
outside the infernal audit activity.
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g. recommending a single individual for a specific
position that is key to the entity or program
under audit, otherwise ranking or influencing
management’s selection of the candidate, or
conductfing an executive search or a recruiting
program for the audited entity;

h. developing an enfity’s performance measurement
system when that system is material or significant
fo the subject matter of the audit;

i.  developing an enfity’s policies, procedures, and
infernal controls:

i- performing management's assessment of internal
confrols when those controls are significant to the
subject matter of the audit;

k. providing services that are intended to be used
as management’s primary basis for making
decisions that are significant to the subject matter
under audit:

| carrying outf infernal audit functions, when
performed by external auditors; and

m. serving as voting members of an enfity’s
management committee or board of directors,
making policy decisions that affect future
direction and operation of an entity’s programs,
supervising entity employees, developing
programmatic policy, authorizing an entity’s
fransactions, or maintaining cusfody of an
entity’s assefs. [Footnote not shown.]

Supplemental Safeguards for Maintaining Auditor Practice Advisory 1130.A2-1: Internal Audit's
Independence When Performing Nonaudit Services Responsibility for Other (Non-audit) Functions
3.30 Performing nonaudit services described in
paragraph 3.28 will not impair independence if

the overarching independence principles stated in

paragraph 3.22 are not violated. For these nonaudit

services, the audit organization should comply with
each of the following safeguards:

a. document ifs consideration of the nonaudit
services, including its conclusions about the
impact on independence;

b. esfablish in writing an understanding with the
audited entity regarding the objectives, scope of
work, and product or deliverables of the nonaudit
service; and management’s responsibility for (1)
the subject matter of the nonaudit services, (2) the
substantive outcomes of the work, and (3) making
any decisions that involve management funcfions
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related to the nonaudit service and accepting full
responsibility for such decisions;

c. exclude personnel who provided the nonaudit
services from planning, conducting, or reviewing
audit work in the subject matter of the nonaudit
service; [footnote not shown] and

d. do nof reduce the scope and extent of the audit
work below the level that would be appropriate
if the nonaudit service were performed by an
unrelated party.

Professional Judgment

3.31 Auditors must use professional judgment in
planning and performing audits and attestation
engagements and in reporfing the results.

3.38 Auditors should document significant
decisions affecting the audit objectives, scope,
and methodology; findings; conclusions; and
recommendations resulting from professional
judgment.

[IA IPPF

1220 - Due Professional Care

Infernal auditors must apply the care and skill
expected of a reasonably prudent and competent
internal auditor. Due professional care does not

imply infallibility.

1220.A1 — Infernal auditors must exercise due
professional care by considering the:

e Extent of work needed fo achieve the
engagement’s objectives;

e Relafive complexity, materiality, or
significance of matters to which assurance
procedures are applied;

e Adequacy and effectiveness of governance,
risk management, and confrol processes;

®  Probability of significant errors, fraud, or
noncompliance; and

e Cost of assurance in relation to
potential benefits.

1220.A2 - In exercising due professional care
internal auditors must consider the use of technology-
based audit and other data analysis fechniques.

1220.A3 - Infernal auditors must be alert fo

the significant risks that might affect objectives,
operations, or resources. However, assurance
procedures alone, even when performed with due
professional care, do not guarantee that all significant
risks will be identified.

2200 - Engagement Planning

Infernal auditors must develop and document a plan
for each engagement, including the engagement’s
objectives, scope, timing, and resource allocations.
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Competence

3.40 The stoff assigned to perform the audit
or atfestation engagement must collectively
possess adequate professional competence
for the tasks required.

[IA IPPF

2210 - Engagement Objectives
Obijectives must be established for each engagement.

2220 - Engagement Scope
The established scope must be sufficient to safisfy the
objectives of the engagement.

2240 - Engagement Work Program
Infernal auditors must develop and document work
programs that achieve the engagement objectives.

1200 - Proficiency and Due Professional Care
Engagements must be performed with proficiency and
due professional care.

1210 - Proficiency

Infernal auditors must possess the knowledge, skills,
and other competencies needed to perform their
individual responsibiliies. The infernal audit activity
collectively must possess or obtain the knowledge,
skills, and other competencies needed to perform
its responsibilities.

1210.A1 - The chief audit executive must obtain
competent advice and assistance if the internal
audifors lack the knowledge, skills, or other
competencies needed to perform all or part of
the engagement.

Competency (Code of ethics - Principle)

Infernal auditors apply the knowledge, skills, and
experience needed in the performance of internal
auditing services.

4. Competency (Code of Ethics — Rules of Conduct)
Internal auditors:

4.1 Shall engage only in those services for

which they have the necessary knowledge, skills,

and experience.

4.2 Shall perform internal audifing services in
accordance with the Infernational Standards for the
Professional Practice of Internal Auditing.

4.3 Shall continually improve their proficiency and the
effectiveness and quality of their services.
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3.41 The audit organization's management should
assess skill needs to consider whether its workforce
has the essential skills that match those necessary fo
fulfill o particular audit mandate or scope of audits to
be performed. Accordingly, audit organizations should
have a process for recruitment, hiring, continuous
development, assignment, and evaluation of staff fo
maintain a competent workforce. The nature, extent,
and formality of the process will depend on various
factors such as the size of the audit organization, its
structure, and its work.

Technical Knowledge and Competence

3.43 The staff assigned to conduct an audit

or attestation engagement under GAGAS must

collectively possess the technical knowledge,

skills, and experience necessary o be competent

for the type of work being performed before

beginning work on that assignment. The staff

assigned to a GAGAS audit or attestation
engagement should collectively possess

a. knowledge of GAGAS applicable to the type of
work they are assigned and the education, skills,
and experience fo apply this knowledge fo the
work being performed;

b. general knowledge of the environment in which
the audited entity operates and the subject matter
under review;

c. skills to communicate clearly and effectively, both
orally and in writing; and

d. skills appropriate for the work being performed.
For example, staff or specialist skills in
[1) statistical sampling if the work involves use of
statistical sampling;

[2) information technology if the work involves
review of information systems;

[3) engineering if the work involves review of
complex engineering data;

[4) specialized audit methodologies or analytical
techniques, such as the use of complex survey
instruments, actuarial-based estimates, or
statistical analysis tests, as applicable; or

[5) specialized knowledge in subject matters,
such as scientific, medical, environmental,
educational, or any other specialized subject
matter, if the work calls for such expertise.

[IA IPPF

2030 - Resource Management

The chief audit executive must ensure that internal
audit resources are appropriate, sufficient, and
effectively deployed to achieve the approved plan.

1210 - Proficiency

Internal auditors must possess the knowledge, skills,
and other competencies needed to perform their
individual responsibilities. The infernal audit activity
collectively must possess or obfain the knowledge,
skills, and other competencies needed to perform
its responsibilifies.

1210.A3 - Infernal auditors must have sufficient
knowledge of key information technology risks and
confrols and available technology-based audit
fechniques to perform their assigned work. However,
not all internal auditors are expected to have the
expertise of an infernal auditor whose primary
responsibility is information fechnology auditing.

2230 - Engagement Resource Allocation

Internal auditors must determine appropriate

and sufficient resources to achieve engagement
objectives based on an evaluation of the nature

and complexity of each engagement, time constrainfs,
and available resources.
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Continuing Professional Education

3.46 Auditors performing work under GAGAS,
including planning, directing, performing field work,
or reporting on an audit or affestation engagement
under GAGAS, should maintain their professional
competence through continuing professional education
(CPE). Therefore, each auditor performing work

under GAGAS should complete, every 2 years,

at least 24 hours of CPE that directly relates to
government auditing, the government environment,

or the specific or unique environment in which the
audited entity operates. For auditors who are involved
in any amount of planning, direcfing, or reporting

on GAGAS assignments and those audifors who

are not involved in those activities but charge 20
percent or more of their time annually to GAGAS
assignments should also obtain at least an additional
56 hours of CPE (for a total of 80 hours of CPE in
every 2-year period) that enhances the auditor’s
professional proficiency to perform audits or affestation
engagements. Auditors required fo take the fotal 80
hours of CPE should complete at least 20 hours of
CPE in each year of the 2-year period.

3.48 Improving their own competencies and meeting
CPE requirements are primarily the responsibilities

of individual auditors. The audit organization should
have quality confrol procedures to help ensure that
auditors meet the continuing education requirements,
including documentation of the CPE completed. ...

3.49 External specialists assisting in performing

a GAGAS assignment should be qualified and
maintain professional competence in their areas

of specialization but are nof required fo meet the
GAGAS CPE requirements described. However,
auditors who use the work of external specialists
should assess the professional qualifications of

such specialists and document their findings and
conclusions. Internal specialists who are part of the
audit organization and perform as a member of the
audit team should comply with GAGAS, including the

CPE requirements.

Quality Control and Assurance
3.50 Each audit organization performing audifs
or attestation engagements in accordance with

GAGAS must:

[IA IPPF

1230 - Continuing Professional Development
Internal auditors must enhance their knowledge,
skills, and other competencies through continuing
professional development.

Practice Advisory 1230-1: Continuing
Professional Development

Infernal auditors are responsible for continuing

their education to enhance and maintain their
proficiency. Internal auditors need fo stay informed
about improvements and current developments in
internal audit standards, procedures, and techniques,
including The IIA's Infernational Professional
Practices Framework (IPPF) guidance. Continuing
professional education (CPE] may be obtained
through membership, participation, and volunteering
in professional organizations such as The IIA;
attendance at conferences, seminars, and in-house
fraining programs; complefion of college and self-
study courses; and involvement in research projects.

1310 - Requirements of the Quality Assurance
and Improvement Program

The quality assurance and improvement program must
include both internal and external assessments.
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a. esfablish a system of quality control that is
designed fo provide the audit organization with
reasonable assurance that the organization
and its personnel comply with professional
standards and applicable legal and regulatory
requirements, and

b. have an external peer review at least once every
3 years.®

%An audit organization’s noncompliance with the
peer review requirements (paragraph 3.50b and
3.55 through 3.60) results in a modified GAGAS
compliance statement. The audit organization’s
compliance [or noncompliance) with the requirements
for a system of quality control in paragraphs 3.50a
and 3.51 through 3.54 are tested and reported on
as part of the peer review process and do not impact
the GAGAS compliance sfafement. ...

System of Quality Control

3.52 Each audit organization must document

its quality control policies and procedures and
communicate those policies and procedures to its
personnel. The audit organization should document
compliance with its quality control policies and
procedures and maintain such documentation for @
period of time sufficient to enable those performing
moniforing procedures and peer reviews fo evaluate
the extent of the audit organization’s compliance with
its quality control policies and procedures.

3.53 An audit organization should include policies
and procedures in its system of quality control that
collectively address:

a. leadership responsibilities for quality within the
audit organization: Policies and procedures
that designate responsibility for quality of audits
and attesfation engagements performed under
GAGAS and communication of policies and
procedures relating to quality. ..

b. Independence, legal, and ethical requirements:
Policies and procedures designed fo provide
reasonable assurance that the audit organization
and ifs personnel maintain independence,
and comply with applicable legal and ethical
requirements. [Footnofe not shown. ]

c. Initiation, [footnofe not shown] acceptance,
and confinuance of audit and affestation
engagements: Policies and procedures for the

[IA IPPF

Practice Advisory 1321-1: Use of “Conforms with
the International Standards for the Professional
Practice of Internal Auditing”

The phrase to be used may be: “in conformance with
the Standards,” or “in conformity to the Standards.”
To use one of these phrases, an external assessment
is required at least once during each five-year period,
along with ongoing monitoring and periodic internal
assessments and these activities have concluded that
the internal audit activity is in conformance with the
Definition of Internal Auditing, the Code of Ethics,
and the Standards. Initial use of the conformance
phrase is not appropriate until an external review
has demonstrated that the internal audit activity is in
conformance with the Definition of Internal Auditing,

the Code of Ethics, and the Standards.

1300 - Quality Assurance and

Improvement Program

The chief audit executive must develop and maintain
a quality assurance and improvement program that
covers all aspects of the internal audit activity.

1311 - Internal Assessments
Infernal assessments must include:
®  Ongoing monitoring of the performance of
the internal audit activity; and
e Periodic reviews performed through self-
assessment or by other persons within the
organization, with sufficient knowledge of
internal audit practices.
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initiation, acceptance, and continuance of
audit and attestation engagements, designed

fo provide reasonable assurance that the audit
organization will undertake audit engagements
only if it can comply with professional standards
and ethical principles and is acting within

the legal mandate or authority of the audit
organization.

d.  Human resources: Policies and procedures
designed fo provide the audit organization with
reasonable assurance that it has personnel with
the capabilities and competence to perform its
audits in accordance with professional standards
and legal and regulafory requirements. [Foomote
not shown.]

e. Audit and atfestation engagement performance,
documentation, and reporting: Policies and
procedures designed to provide the audit
organization with reasonable assurance
that audits and affestation engagements are
performed and reports are issued in accordance
with professional standards and legal and
regulotory requirements. ...

f. Monitoring of quality: An ongoing, periodic
assessment of work completed on audits and
affestation engagements designed to provide
management of the audit organization with
reasonable assurance that the policies and
procedures related to the system of quality control
are suitably designed and operating effectively
in practice. ... The audit organization should
perform monitoring procedures that enable it to
assess compliance with applicable professional
standards and quality control policies and
procedures for GAGAS audits. Individuals
performing monitoring should collectively have
sufficient expertise and authority for this role.

3.54 The audit organization should analyze and
summarize the results of its monitoring procedures at
least annually, with identification of any systemic issues
needing improvement, along with recommendations
for corrective action. (Under GAGAS, reviews of the
work and the report that are performed as part of
supervision are not monitoring confrols when used
alone. However, these types of pre-issuance reviews
may be used as a part of this analysis and summary.)

[IA IPPF
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External Peer Review

3.55 Audit organizations performing audits and
attestation engagements in accordance with GAGAS
must have an external peer review performed by
reviewers independent of the audit organization
being reviewed at least once every 3 vears.
[Footnote not shown.]

3.56 The audit organization should obtain an
external peer review sufficient in scope fo provide

a reasonable basis for determining whether, for

the period under review, [footnote not shown] the
reviewed audit organization’s system of quality
control was suitably designed and whether the audit
organization is complying with its quality control
system in order to provide the audit organization with
reasonable assurance of conforming with applicable
professional standards.

3.57 The peer review team should include the

following elements in the scope of the peer review:

a. review of the audit organization's quality control
policies and procedures;

b. consideration of the adequacy and results of
the audit organization’s infernal monitoring
procedures;

c. review of selected audit and affestation
engagement reports and related documentation;

d. review of other documents necessary for
assessing compliance with standards, for
example, independence documentation,

CPE records, and relevant human resource
management files; and

e. inferviews with a selecfion of the reviewed
audit organization's professional staff af various
levels to assess their understanding of and
compliance with relevant quality control policies
and procedures.

3.58 The peer review team should perform a risk
assessment to help defermine the number and types of
engagements fo select. Based on the risk assessment,
the team should use one or a combination of the
following approaches fo selecting individual audits
and affesfation engagements for review: (1) select
GAGAS audits and attestation engagements that
provide a reasonable crosssection of the GAGAS
assignments performed by the reviewed audit
organization or (2) select audits and attestation
engagements that provide a reasonable cross-section
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1312 - External Assessments
External assessments must be conducted at least once
every five years by a qualified, independent reviewer
or review team from outside the organization. The
chief audit executive must discuss with the board:
®  The need for more frequent external
assessments; and
e The qualifications and independence of the
external reviewer or review team, including
any potential conflict of interest.

1320 - Reporting on the Quality Assurance and
Improvement Program

The chief audit executive must communicate the results
of the quality assurance and improvement program to
senior management and the board.

2040 - Policies and Procedures
The chief audit executive must establish policies and
procedures to guide the internal audit activity.
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from all types of work subject to the reviewed audit
organization'’s quo|iry control system, including one
or more assignments performed in accordance with
GAGAS. [Footnote not shown.]

3.59 The peer review team should prepare one or
more written reports communicating the results of the
peer review, including the following:

a. description of the scope of the peer review,
including any limitations;

b. an opinion on whether the system of quality
control of the reviewed audit organization's audit
and/or attestation engagement practices was
adequately designed and compiled
with during the period reviewed to provide
the audit organization with reasonable
assurance of conforming with applicable
professional standards;

c. specification of the professional standards to which
the reviewed audit organization is being held;

d. for modified or adverse opinions, [footnote
nof shown] a description of reasons for the
modification or adverse opinion, along with
a detailed description of the findings and
recommendations, in the peer review report, fo
enable the reviewed audit organization fo take
appropriafe actions; and

e. reference to a separate letter of comments, if such
a lefter is issued.

3.60 The peer review team should meet the following

criteria:

a. The review team collectively has current
knowledge of GAGAS and government auditing.

b.  The organization conducting the peer review and
individual review team members are independent
(as defined in GAGAS) of the audit organization
being reviewed, its staff, and the audits and
affestation engagements selected for the
peer review.

c. The review team collectively has sufficient
knowledge of how to perform a peer review.
Such knowledge may be obtained from on-he-
job training, fraining courses, or a combination of
both. Having personnel on the peer review team
with prior experience on a peer review or internal
inspection team is desirable.

3.61 An external audit organization [footnote not
shown] should make ifs most recent peer review

[IA IPPF
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report*> publicly available; for example, by posting
the peer review report on an external Web site

or to a publicly available file designed for public
transparency of peer review results. If neither of

these options is available fo the audit organization,
then it should use the same fransparency mechanism
it uses to make other information public, and also
provide the peer review report fo others upon request.
Infernal audit organizations that report infernally to
management should provide a copy of the external
peer review report fo those charged with governance.
Government audit organizations should also
communicate the overall results and the availability

of their external peer review reports to appropriate
oversight bodies.

4This requirement does not include the letter
of comment.

3.62 ... audit organizations seeking to enter info a
confract fo perform an audit or attestation engagement
in accordance with GAGAS should provide the
following fo the party contracting for such services:
a. the audit organization’s most recent peer review
report and any lefter of comment, and
b. any subsequent peer review reports and letters
of comment received during the period of
the contract.

3.63 Auditors who are using another audit
organization's work should request a copy of the
audit organization’s latest peer review report and any
lefter of comment, and the audit organization should
provide these documents when requested. ...

[IA IPPF

2000 - Managing the Infernal Audit Activity

The chief audit executive must effectively manage
the infernal audit activity to ensure it adds value fo
the organization.

2020 - Communication and Approval

The chief audit executive must communicate

the internal audit activity's plans and resource
requirements, including significant inferim changes,
fo senior management and the board for review
and approval. The chief audit executive must also
communicate the impact of resource limitations.
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Appendix |

The Role of Those Charged with Governance in
Accountability

A1.06 Those charged with governance have the
duty to oversee the strategic direction of the entity
and obligations related fo the accountability of the
enfity. This includes overseeing the financial reporting
process, subject matter, or program under audit
including related infernal controls. In cerfain entities
covered by GAGAS, those charged with governance
also may be part of the enfity’s management. In some
audit entities, multiple parties may be charged with
governance, including oversight bodies, members or
staff of legislative committees, boards of directors,
audit committees, or parties contracting for the audit.

A1.07 Because the governance structures of
government enfities and organizations can vary
widely, it may not always be clearly evident who
is charged with key governance functions. In these
situations, auditors evaluate the organizational
structure for directing and controlling operations to
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2100 - Nature of Work

The infernal audit activity must evaluate and contribute
fo the improvement of governance, risk management,
and control processes using a systematic and
disciplined approach.

2120 - Risk Management

The internal audit activity must evaluate the
effectiveness and contribute fo the improvement of risk
management processes.

2120.A1 - The infernal audit activity must
evaluate risk exposures relafing to the organization'’s
governance, operations, and information systems
regarding the
e Reliability and integrity of financial and
operational information.
e Effectiveness and efficiency of operations.
e Safeguarding of assets; and
e Compliance with laws, regulations,
and contracts.

2110 - Governance

The infernal audit activity must assess and make
appropriate recommendations for improving the
governance process in its accomplishment of the
following objectives:

®  Promoting appropriate ethics and values
within the organization;

e Ensuring effective organizational
performance management and
accountability;

e Communicating risk and confrol
information to appropriate areas of
the organization; and

e Coordinating the acfivities of and
communicating information among the
board, external and internal auditors
and management.

2110.A1 - The internal audit activity must evaluate
the design, implementation, and effectiveness of the
organization’s ethicsrelated objectives, programs
and activities.
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achieve the entity's objectives. This evaluation
also includes how the government enfity delegates
authority and establishes accountability for its
management personnel.

Management’s Role in Accountability

A1.08 ... Management of the audited entity is

responsible for ...
esfablishing and maintaining effective infernal
control fo help ensure that appropriate goals and
objectives are met; using resources efficiently,
economically, effectively, and equitably, and
safeguarding resources; following laws and
regulations; and ensuring that management
and financial information is reliable and
properly reported;

e. providing appropriate reports to those who
oversee their actions and fo the public in order fo
demonstrate accountability for the resources and
authority used to carry out government programs
and the results of these programs; ...

Chapter 7 - Field Work Standards for
Performance Audits

Planning

7.06 Auditors must adequately plan and document
the planning of the work necessary to address the
audit objecfives.

7.07 Auditors must plan the audit to reduce audit
risk to an appropriate level for the auditors to provide
reasonable assurance that the evidence is sufficient
and appropriate o support the auditors” findings

and conclusions. This determination is a matter of

[IA IPPF

2110.A2 - The infernal audit activity must assess
whether the information technology governance of the
organization sustains and supports the organization’s
strategies and objectives.

2130.A2 — Infernal auditors should ascertain the

extent fo which operating and program goals and
objectives have been established and conform to

those of the organization.

2130.A3 — Infernal auditors should review operations
and programs fo ascertain the extent to which results
are consistent with established goals and objectives
fo determine whether operations and programs are
being implemented or performed as intended.

2010 - Planning

The chief audit executive must establish risk-based
plans to determine the priorities of the internal audit
activity, consistent with the organization’s goals.

2010.A1 - The internal audit activity's plan of
engagements must be based on a documented

risk assessment, undertaken at least annually. The
input of senior management and the board must be
considered in this process.

2200 - Engagement Planning

Infernal auditors must develop and document a plan
for each engagement, including the engagement's
objectives, scope, timing, and resource allocations.

2210.A1 — Internal auditors must conduct a
preliminary assessment of the risks relevant fo the
activity under review. Engagement objectives must
reflect the results of this assessment.
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professional judgment. In planning the audit, auditors
should assess significance and audit risk and apply
these assessments in defining the audit objectives
and the scope and methodology o address those
objectives. [Footnote not shown.] ...

7.08 The objectives are what the audit is intended to
accomplish. They identify the audit subject matter and
performance aspects to be included, and may also
include the potential findings and reporting elements
that the audifors expect to develop. Audit objectives
can be thought of as questions about the program
that the auditors seek to answer based on evidence
obtained and assessed against criteria.

7.09 Scope is the boundary of the audit and is
directly tied fo the audit objectives. The scope

defines the subject matter that the auditors will assess
and report on, such as a particular program or aspect
of a program, the necessary documents or records,
the period of fime reviewed, and the locations that
will be included.

[IA IPPF

Practice Advisory 2210.A1-1: Risk Assessment
in Engagement Planning

4. Internal audifors summarize the results from the
reviews of management's assessment of risk, the
background information, and any survey work.
The summary includes:

e Significant engagement issues and reasons
for pursuing them in more depth.

e Engagement objectives and procedures.

*  Methodologies to be used, such
as technology-based audit and
sampling fechniques.

e Pofential critical control points, control
deficiencies, and/or excess controls.

e When applicable, reasons for not
continuing the engagement or for
significantly modifying engagement
objectives.

2210 - Engagement Objectives

Obijectives must be established for each engagement.

2210.A2 - Infernal auditors must consider the
probability of significant errors, fraud, noncompliance,
and other exposures when developing the
engagement objectives.

2220 - Engagement Scope
The esfablished scope must be sufficient to satisfy the
objectives of the engagement.

2220.A1 - The scope of the engagement must
include consideration of relevant systems, records,
personnel, and physical properties, including those
under the control of third parties.

2220.A2 - If significant consulting opportunities
arise during an assurance engagement, a specific
written understanding as fo the objectives, scope,
respective responsibilities and other expectations
should be reached and the results of the consulting
engagement communicated in accordance with
consulfing standards.
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7.10 ... Auditors should design the methodology to
obtain sufficient, appropriate evidence fo address the
audit objectives, reduce audit risk fo an acceptable
level, and provide reasonable assurance that the
evidence is sufficient and appropriate to support the
auditors’ findings and conclusions. ...

7.11 Auditors should assess audit risk and
significance within the context of the audit objectives
by gaining an understanding of the following:

a. the nature and profile of the programs and the
needs of potential users of the audit report ... ;

b. infernal confrol as it relates to the specific
objectives and scope of the audit ... ;

c. information systems controls for purposes of
assessing audif risk and planning the audit within
the confext of the audit objectives ... ;

d. legal and regulatory requirements, contract
provisions or grant agreements, potenfio\ fraud,
or abuse that are significant within the confext of
the audit objectives ... ; and

e. the results of previous audits and attestation
engagements that directly relate to the current
audit objectives. ...

7.12 During planning, the auditors also should

a. idenfify the potential criteria needed to evaluate
matters subject to audit ... ;

b. identify sources of audit evidence and determine
the amount and type of evidence needed given
audit risk and significance ... ;

c. evaluate whether fo use the work of other
auditors and experts to address some of the
audit objectives ... ;

d. assign sufficient staff and specialists with
adequate collective professional competence
and identify other resources needed fo perform
the audit ... ;

e. communicate about planning and performance
of the audit to management officials, those
charged with governance, and others as
applicable ... ; and

f.  prepare a written audit plan ... .

[IA IPPF

2300 - Performing the Engagement

Infernal auditors must identify, analyze, evaluate,
and document sufficient information to achieve the
engagement's objectives.

2310 - Identifying Information

Infernal auditors must identfify sufficient, reliable,
relevant, and useful information to achieve the
engagement’s objectives.

2201 - Planning Considerations
In planning the engagement, internal auditors
must consider:

*  The objectives of the activity being reviewed
and the means by which the activity confrols
its performance;

e The significant risks o the activity, its
objectives, resources, and operations and
the means by which the potential impact of
risk is kept fo an acceptable level;

*  The adequacy and effectiveness of the
activity's risk management and confrol
processes compared fo a relevant control
framework or model: and

*  The opportunities for making significant
improvements fo the activity's risk
management and control processes.
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Nature and Profile of the Program and User Needs
7.13 Auditors should obtain an understanding of the
nature of the program or program component under
audit and the potential use that will be made of the
audit results or report as they plan a performance
audit. The nature and profile of a program include
a. visibility, sensitivity, and relevant risks associated
with the program under audit;
b. age of the program or changes in its conditions;
c. the size of the program in terms of total dollars,
number of citizens affected, or other measures;
d. level and extent of review or other forms of
independent oversight;
e. program’s sfrategic plan and objectives; and
external factors or conditions that could directly
affect the program.

N

Internal Control

7.16 Auditors should obtain an understanding of
internal control [foomote not shown] that is significant
within the context of the audit objectives. For infernal
control that is significant within the context of the audit
objectives, audifors should assess whether internal
control has been properly designed and implemented.
For those internal controls that are deemed significant
within the confext of the audit objectives, auditors
should plan to obtain sufficient, appropriate evidence
fo support their assessment about the effectiveness

of those controls. ... Thus, when obtaining an
understanding of internal control significant to the
audit objectives, auditors should also determine
whether it is necessary to evaluate information
systems controls. ...

7.22 Internal auditing™ is an important part of overall
governance, accountability, and infernal control. A
key role of many internal audit organizations is to
provide assurance that internal controls are in place

to adequately mitigate risks and achieve program
goals and objectives. When an assessment of internal
control is needed, the auditor may use the work of the
internal auditors in assessing whether internal controls
are effectively designed and operating effectively, and
to prevent duplication of effort. ...

Many government entities identify these internal
auditing activities by other names, such as inspection,

[IA IPPF

2130 - Control

The infernal audit activity must assist the organization
in maintaining effective controls by evaluating their
effectiveness and efficiency and by promoting
continuous improvement.

2130.A1 - The internal audit activity must evaluate
the adequacy and effectiveness of controls in
responding fo risks within the organization’s
governance, operations, and information systems
regarding the:
*  Reliability and infegrity of financial and
operational information;
o FEffectiveness and efficiency of operations;
e Safeguarding of assets; and
e Compliance with laws, regulations,
and contracts.
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appraisal, investigation, organization and methods,
or management analysis. These acfivities assist
management by reviewing selected functions.

Information Systems Controls

7.24 .. When information systems confrols are
determined to be significant to the audit objectives,
auditors should then evaluate the design and
operating effectiveness of such confrols. ... Audifors
should obtain a sufficient understanding of information
systems confrols necessary fo assess audit risk

and plan the audit within the confext of the audit
objectives. [Footnote nof shown.]

7.27 Auditors should determine which audit
procedures related fo information sysfems controls are
needed fo obtain sufficient, appropriate evidence

to support the audit findings and conclusions. The
following factors may assist auditors in making

this defermination:

d.  Evaluating the effectiveness of information systems
confrols as an audit objective: VWhen evaluating
the effectiveness of information systems controls
is directly a part of an audit objective, audifors
should test information systems confrols necessary
fo address the audit objectives. For example, the
audit may involve the effectiveness of information
sysfems confrols related to certain systems,
facilities, or organizations.

Legal and Regulatory Requirements, Contracts, and
Grants

7.28 Auditors should determine which laws,
regulations, and provisions of contracts or grant
agreements are significant within the context of the
audit objectives and assess the risk that violations of
those laws, regulations, and provisions of contracts
or grant agreements could occur. Based on that

risk assessment, the auditors should design and
perform procedures to provide reasonable assurance
of detecting instances of violations of legal and
regulafory requirements or violations of provisions

of contracts or grant agreements that are significant
within the context of the audit objectives.

[IA IPPF

1210.A3 - Internal auditors must have sufficient
knowledge of key information technology risks and
confrols and available technology-based audit
fechniques to perform their assigned work. However,
not all internal auditors are expected to have the
expertise of an infernal auditor whose primary
responsibility is information fechnology auditing.
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Fraud

7.30 In planning the audit, auditors should assess
risks of fraud [footnote not shown] occurring that is
significant within the context of the audit objectives.
Audit team members should discuss among the team
fraud risks, including factors such as individuals’
incentives or pressures to commit fraud, the opportunity
for fraud to occur, and rationalizations or affitudes
that could allow individuals to commit fraud. Auditors
should gather and assess information fo identify risks
of fraud that are significant within the scope of the
audit objectives or that could affect the findings

and conclusions. ...

Examples of Indicators of Fraud Risk

A.08 In some circumstances, conditions such as the

following might indicate a heightened risk of fraud:

a. the entity's financial stability, viability, or budget is
threatened by economic, programmatic, or entity
operating conditions;

b. the nature of the audited entity’s operations
provide opportunities to engage in fraud;

c. inadequate monitoring by management for
compliance with policies, laws, and regulations;

d. the organizational structure is unstable or
unnecessarily complex;

e. lack of communication and/or support for ethical
standards by management;

f. management has a willingness to accept
unusually high levels of risk in making significant
decisions;

g. o history of impropriety, such as previous issues
with fraud, wastfe, abuse, or questionable
pracfices, or past audits or investigations with
findings of questionable or criminal activity;

h. operating policies and procedures have not been
developed or are outdated;

i.  key documentation is lacking or does not exist;

i-  lack of asset accountability or safeguarding
procedures; k. improper payments;

| false or misleading information;

m. a pattern of large procurements in any budget
line with remaining funds atf year end, in order to
"use up all of the funds available”; and

n. unusual patterns and frends in contracting,
procurement, acquisition, and other activities of
the entity or program under audit.

7.31 When auditors identify factors or risks related to
fraud that has occurred or is likely to have occurred

[IA IPPF

1210.A2 — Infernal auditors must have sufficient
knowledge to evaluate the risk of fraud and the
manner in which it is managed by the organization,
but are nof expected to have the expertise of a
person whose primary responsibility is detecting and
investigating fraud.

2120.A2 — The internal audit activity must evaluate
the potential for the occurrence of fraud and how the
organization manages fraud risk.
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that they believe are significant within the context of
the audit objectives, they should design procedures to
provide reasonable assurance of detecting such fraud.
Assessing the risk of fraud is an ongoing process
throughout the audit and relates not only to planning
the audit but also to evaluating evidence obtained
during the audit.

7.32 When information comes to the auditors’
affention indicating that fraud that is significant within
the confext of the audit objectives may have occurred,
auditors should extend the audit steps and procedures,
as necessary, 1o (1) determine whether fraud has
likely occurred and (2) if so, determine ifs effect on
the audit findings. ...

Abuse

7.34 If during the course of the audit, auditors
become aware of abuse that could be quantitatively
or qualitatively significant to the program under audit,
auditors should apply audit procedures specifically
directed fo ascertain the potential effect on the
program under audit within the context of the

audit objectives. ...

Ongoing Investigations or Legal Proceedings

7.35 ...When investigations or legal proceedings are
initiated or in process, auditors should evaluate the
impact on the current audit. In some cases, it may be
appropriate for the auditors to work with investigators
and/or legal authorities, or withdraw from or defer
further work on the audit or a portion of the audit to
avoid interfering with an investigation.

Previous Audits and Attestation Engagements

7.36 Auditors should evaluate whether the audited
entity has taken appropriate corrective action fo
address findings and recommendations from previous
engagements that are significant within the context

of the audit objectives. When planning the audit,
auditors should ask management of the audited entity
fo identify previous audits, aftestation engagements,
performance audits, or other studies that directly
relate to the objectives of the audit, including whether
related recommendations have been implemented.
Auditors should use this information in assessing risk
and defermimng the nature, timing, and extent of

[IA IPPF

2500 - Monitoring Progress

The chief audit executive must establish and
mainfain a system to monitor the disposition of results
communicated fo management.

2500.A1 — The chief audit executive must

establish a follow-up process to monitor and ensure
that management actions have been effectively
implemented or that senior management has accepted
the risk of not taking action.
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current audit work, including determining the extent
fo which testing the implementation of the corrective
actions is applicable to the current audit objectives.

Identifying Audit Criteria

7.37 Auditors should identify criteria. Criteria
represent the laws, regulations, confracts, grant
agreements, standards, measures, expected
performance, defined business practices, and
benchmarks against which performance is compared
or evaluated. ... Auditors should use criteria that are
relevant to the audit objectives and permit consistent
assessment of the subject matter.

Identifying Sources of Evidence and the Amount
and Type of Evidence Required

7.39 Auditors should identify potential sources of
information that could be used as evidence. Auditors
should determine the amount and type of evidence
needed fo obtain sufficient, appropriate evidence fo
address the audit objectives and adequately plan
audit work.

7.40 If auditors believe that it is likely that sufficient,
appropriate evidence will not be available, they may
revise the audit objectives or modify the scope and
methodology and determine alternative procedures to
obtain additional evidence or other forms of evidence
fo address the current audit objectives. Auditors
should also evaluate whether the lack of sufficient,
appropriate evidence is due fo infernal control
deficiencies or other program weaknesses, and
whether the lack of sufficient, appropriate evidence
could be the basis for audit findings. ...

Using the Work of Others

7.41 Auditors should determine whether other
auditors have conducted, or are conducting, audits
of the program that could be relevant to the current
audit objectives. ...

[IA IPPF

2210.A3 - Adequate criteria are needed to evaluate
controls. Internal auditors must ascertain the exfent to
which management has established adequate criteria
fo determine whether objectives and goals have been
accomplished. If adequate, infernal auditors must
use such criteria in their evaluation. If inadequate,
internal auditors must work with management fo
develop appropriate evaluation criteria.

2050 - Coordination

The chief audit executive should share information
and coordinate activities with other internal and
external providers of assurance and consulting
services to ensure proper coverage and minimize
duplication of efforts.
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7.42 ... I auditors use the work of other auditors, they
should perform procedures that provide a sufficient
basis for using that work. Auditors should obtain
evidence concerning the other auditors’ qualifications
and independence and should determine whether the
scope, quality, and timing of the audit work performed
by the other auditors is adequate for reliance in the
confext of the current audit objectives. ...

7.43 ... If audifors intend to use the work of
specialists, they should obtain an understanding of the
qualifications and independence of the specialists.

.. Evaluating the professional qualifications of the

specialist involves the following:

a. the professional certification, license, or other
recognifion of the competence of the specialist in
his or her field, as appropriate;

b. the reputation and standing of the specialist in
the views of peers and others familiar with the
specialist’s capability or performance;

c. the specialist’s experience and previous work in
the subject matter; and

d. the auditors’ prior experience in using the
specialist’s work.

[IA IPPF

1210.A1 - The chief audit executive must obtain
competent advice and assistance if the internal
auditors lack the knowledge, skills, or other
competencies needed to perform all or part of
the engagement.

Practice Advisory 1210.A1-1: Obtaining External
Service Providers to Support or Complement the

Internal Audit Activity

4. When the CAE infends to use and rely on
the work of an external service provider, the
CAE needs to consider the competence,
independence, and objectivity of the external
service provider as it relates fo the particular
assignment fo be performed. The assessment
of competency, independence, and objectivity
is also needed when the extemal service
provider is selected by senior management or
the board, and the CAE infends fo use and rely
on the external service provider's work. VWhen
the selection is made by others and the CAE's
assessment defermines that he or she should
not use and rely on the work of the external
service provider, communication of such results
is needed fo senior management or the board,
as appropriate.

5. The CAE determines that the external service
provider possesses the necessary knowledge,
skills, and other competencies to perform the
engagement by considering:

° Professional cerﬂficoﬂon, |icense, or other
recognition of the external service provider's
competence in the relevant discipline.

®  Membership of the external service provider
in an appropriate professional organization
and adherence fo that organization’s code
of ethics.
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7.45 If planning fo use the work of a specialist,
auditors should document the nature and scope of the
work fo be performed by the specialist, including

a. the objectives and scope of the specialist’'s work,

b. the intended use of the specialist's work to
support the audit objectives,

c. the specialist's procedures and findings so they
can be evaluated and related to other planned
audit procedures, and

d. the assumptions and methods used by
the specialist.

Assigning Staff and Other Resources

7.44 Audit management should assign sufficient staff

and specialists with adequate collective professional

competence fo perform the audit. ... Stoffing an audit
includes, among other things:

a. assigning staff and specialists with the collective
knowledge, skills, and experience appropriate
for the job,

b. assigning a sufficient number of staff and
supervisors fo the audit,

c. providing for onthe-job fraining of staff, and

d. engaging specialists when necessary.

Communicating with Management, Those Charged
with Governance, and Others

7.46 Auditors should communicate an overview of
the objectives, scope, and methodology, and timing
of the performance audit [footnote not shown] and
planned reporting (including any potential restrictions
on the report) to the following, as applicable:

[IA IPPF

e The reputation of the external service
provider. This may include confacting
others familiar with the external service
provider's work.

e The external service provider's experience in
the type of work being considered.

e The extent of education and fraining
received by the external service provider
in disciplines that pertain fo the particular
engagement.

®  The external service provider's knowledge
and experience in the indusfry in which the
organization operates.

Practice Advisory 1210.A1-1: Obtaining External
Service Providers to Support or Complement the
Internal Audit Activity

Q. To ascerfain that the scope of work is adequate

for the purposes of the infernal audit activity, the
CAE obtains sufficient information regarding the
scope of the external service provider's work.
It may be prudent to document these and other
matters in an engagement letter or contract. To
Occomphsh this, the CAE reviews the following
with the external service provider: ...

2030 - Resource Management

The chief audit executive must ensure that internal
audit resources are appropriate, sufficient, and
effectively deployed fo achieve the approved plan.

Practice Advisory 2030-1: Resource Management

Practice Advisory 2200-1: Engagement Planning

4. The internal audifor informs those in management
who need to know about the engagement,
conducts meetings with management responsible
for the activity under review, summarizes and
distributes the discussions and any conclusions
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a. management of the audited entity, including
those with sufficient authority and responsibility
fo implement corrective action in the program or
activity being audited;

b. those charged with governance; [foomnote
not shown]

c. the individuals contracting for or requesting
audit services, such as contracting officials,
grantees; and

d.  when auditors perform the audit pursuant to a
law or regulation or they conduct the work for
the legislative committee that has oversight of the
audited entity, auditors should communicate with
the legislative committee.

7.47 In situations in which those charged with
governance are not clearly evident, auditors
should document the process followed and
conclusions reached for identifying those charged
with governance.

7.48 Determining the form, confent, and frequency
of the communication is a matter of professional
judgment, although writlen communication is
preferred. Auditors may use an engagement lefter
fo communicate the information. Auditors should
document this communication.

7.49 If an oudit is terminated before it is completed
and an audif report is not issued, auditors should
document the results of the work fo the date of
termination and why the audit was terminated. ...

Preparing the Audit Plan

7.50 Auditors must prepare a written audit plan for
each audit. ... Auditors should update the plan, as
necessary, fo reflect any significant changes fo the

plan made during the audit.

[IA IPPF

reached from the meetings, and retains the
documentation in the engagement working
papers. Topics of discussion may include:

®  Planned engagement objectives and scope
of work.

*  The resources and timing of engagement
work.

e Key factors affecting business conditions
and operations of the areas being
reviewed, including recent changes in
internal and external environment.

e Concerns or requesfs from management.

Practice Advisory 2200-1: Engagement Planning

5. The CAE determines how, when, and to whom
engagement results will be communicated. The
internal auditor documents this and communicates
it fo management, to the extent deemed
appropriate, during the planning phase of the
engagement. The infernal auditor communicates
fo management subsequent changes that affect
the fiming or reporting of engagement results.

2240 - Engagement Work Program
Infernal auditors must develop and document work
programs that achieve the engagement objectives.

2240.A1 — Work programs must include the
procedures for identifying, analyzing, evaluating,
and recording information during the engagement.
The work program should be approved prior to its
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Supervision
7.52 Audit supervisors or those designated to
supervise auditors must properly supervise audit staff.

Obtaining Sufficient, Appropriate Evidence
7.55 Auditors must obtain sufficient, appropriate
evidence to provide a reasonable basis for their
findings and conclusions.

7.56 ... Appropriateness is the measure of the

quality of evidence that encompasses its relevance,
validity, and reliability in providing support for findings
and conclusions related fo the audit objectives. In
assessing the overall appropriateness of evidence,
auditors should assess whether the evidence is
relevant, valid, and reliable. Sufficiency is a measure
of the quantity of evidence used to support the findings
and conclusions related to the audit objectives. In
assessing the sufficiency of evidence, auditors should

[IA IPPF

implementation, and any adjustments approved
prompﬂ\/

Practice Advisory 2200-1: Engagement Planning
1. The internal auditor plans and conducts
the engagement, with supervisory review
and approval. Prior fo the engagement’s
commencement, the infernal auditor prepares an
engagement program that:

e Stafes the objectives of the engagement.

e |dentifies technical requirements, objectives,
risks, processes, and fransactions that are to
be examined.

e Stafes the nature and extent of festing
required.

e Documents the infernal auditor's
procedures for collecting, analyzing,
interpreting, and documenting information
during the engagement.

* |s modified, as appropriate, during the
engagement with the opprovo\ of the chief
audit executive (CAE), or his designee.

2340 - Engagement Supervision

Engagements must be properly supervised to ensure
objectives are achieved, quality is assured, and staff
is developed.

Practice Advisory 2340-1: Engagement Supervision

2300 - Performing the Engagement

Infernal auditors must identify, analyze, evaluate,
and document sufficient information to achieve the
engagement’s objectives.

2310 - Identifying Information

Infernal auditors must identify sufficient, reliable,
relevant, and useful information to achieve the
engagement's objectives.
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defermine whether enough evidence has been
obtained fo persuade a knowledgeable person that
the findings are reasonable.

7.57 In assessing evidence, auditors should evaluate
whether the evidence taken as a whole is sufficient
and appropriate for addressing the audit objectives
and supporting findings and conclusions. ...

Appropriateness

7.61 Testimonial evidence may be useful in
inferprefing or corroborating documentary or physical
information. Auditors should evaluate the objectivity,
credibility, and reliability of the testimonial evidence.

7.64 When auditors use information gathered by
officials of the audited entity as part of their evidence,
they should defermine what the officials of the audited
entity or other auditors did fo obtain assurance over
the reliability of the information. ...

7.65 Auditors should assess the sufficiency and
appropriateness of computer-processed information
regardless of whether this information is provided to
auditors or auditors independently exiract it. ...

Sufficiency

7.66 ... In determining the sufficiency of evidence,
auditors should defermine whether enough
appropriate evidence exisfs to address the audit
objectives and support the findings and conclusions.

Overall Assessment of Evidence

7.68 Auditors should defermine the overall sufficiency
and appropriateness of evidence to provide a
reasonable basis for the findings and conclusions,
within the context of the audit objectives. ... Auditors
should perform and document an overall assessment
of the collective evidence used to support findings
and conclusions, including the results of any specific
assessments conducted to conclude on the validity
and reliability of specific evidence.

[IA IPPF

2320 - Analysis and Evaluation

Infernal auditors must base conclusions and
engagement results on appropriate analyses
and evaluations.
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7.70 When assessing the sufficiency and

appropriateness of evidence, auditors should evaluate

the expected significance of evidence to the audit

objectives, findings, and conclusions, available

corroborating evidence, and the level of audit risk. ...

a. Evidence is sufficient and appropriate when it
provides a reasonable basis for supporting the
findings or conclusions within the context of the
audit objectives.

b. Evidence is not sufficient or not appropriate when
[1) using the evidence carries an unacceptably
high risk that it could lead to an incorrect or
improper conclusion, (2] the evidence has
significant limitations, given the audit objectives
and intended use of the evidence, or (3) the
evidence does not provide an adequate basis
for addressing the audit objectives or supporting
the findings and conclusions. Auditors should
not use such evidence as support for findings
and conclusions.

7.71 ... When the audifors identify limitations or

uncertfainties in evidence that is significant to the audit

findings and conclusions, they should apply additional

procedures, as appropriate. Such procedures include

a. seeking independent, corroborating evidence
from other sources;

b. redefining the audit objectives or limiting the audit
scope fo eliminate the need fo use the evidence;

c. presenting the findings and conclusions so
that the supporting evidence is sufficient and
appropriate and describing in the report the
limitations or uncertainties with the validity or
reliability of the evidence, if such disclosure is
necessary fo avoid misleading the report users
about the findings or conclusions (see paragraph
8.15 for additional reporting requirements when
there are limitations or uncertainties with the
validity or reliability of evidence); or

d.  determining whether to report the limitations or
uncerfainties as a finding, including any related,
significant internal control deficiencies.

Developing Elements of a Finding

7.72 Auditors should plan and perform procedures
to develop the elements of a finding necessary to
address the audit objectives. In addition, if auditors
are able to sufficiently develop the elements of a

[IA IPPF

Practice Advisory 2410-1: Communication Criteria

6. Observations are pertinent statements of fact. The
internal auditor communicates those observations
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finding, they should develop recommendations for
corrective action if they are significant within the
context of the audit objectives. The elements needed
for a finding depend entirely on the objectives of the
audit. Thus, a finding or set of findings is complete
to the extent that the audit objectives are addressed
and the report clearly relates those objectives to

the elements of a finding. For example, an audit
objective may be limited to determining the current
status or condition of program operations or progress
in implementing legislative requirements, and not the
related cause or effect. In this situation, developing
the condition would address the audit objective and
development of the other elements of a finding would
nof be necessary.

7.73 The element of criteria is discussed in
paragraphs 7.37 and 7.38, and the other elements
of a finding — condition, effect, and cause-are
discussed in paragraphs 7.74 through 7.76.

7.74 Condition: Condition is a situation that exists.
The condition is determined and documented during
the audit.

7.75 Cause: The cause identifies the reason or
explanation for the condition or the factor or factors
responsible for the difference between the situation
that exists (condition) and the required or desired
state (criteria), which may also serve as a basis for
recommendations for corrective actions. Common
factors include poorly designed policies, procedures,
or criteria; inconsistent, incomplete, or incorrect
Imp|emenfoﬁon; or factors be\/ond the control of
program management. Audifors may assess whether
the evidence provides a reasonable and convincing
argument for why the stated cause is the key factor
or factors contributing to the difference. When the
audit objectives include explaining why a particular
type of positive or negative program performance,
output, or outcome identified in the audit occurred,
they are referred fo as “cause.” Identifying the cause
of problems may assist auditors in making constructive
recommendations for correction. Because problems
can result from a number of plausible factors or
multiple causes, the recommendation can be more
persuasive if auditors can clearly demonstrate and
explain with evidence and reasoning the link between
the problems and the factor or factors they have
identified as the cause or causes. Auditors may
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necessary fo support or prevent misunderstanding
of the infernal auditor's conclusions and
recommendations. The internal auditor may
communicate less significant observations or
recommendations informally.

Engagement observations and recommendations

emerge by a process of comparing criferia

(the correct state) with condition (the current

state). Whether or not there is a difference,

the internal auditor has a foundation on which

to build the report. When conditions meet the

criferia, acknowledgment in the engagement
communication of satisfactory performance
may be appropriate. Observations and
recommendations are based on the following
affributes:

e Criteria: The standards, measures, or
expectations used in making an evaluation
and/or verification (the correct state).

e Condition: The factual evidence that the
internal auditor found in the course of the
examination (the current state).

e Cause: The reason for the difference
between expected and actual conditions.

e Effect: The risk or exposure the organization
and/or others encounter because the
condifion is not consistent with the
criteria (the impact of the difference). In
determining the degree of risk or exposure,
internal auditors should consider the effect
their engagement observations
and recommendations may have on
the organization’s operations and
financial statements.

Conclusions and opinions are the internal
auditor’s evaluations of the effects of the
observations and recommendations on

the activities reviewed. They usually put

the observations and recommendations in
perspective based upon their overall implications.
Clearly identify any engagement conclusions

in the engagement report. Conclusions may
encompass the enfire scope of an engagement
or specific aspects. ...

The infernal auditor may communicate
recommendations for improvements,
acknowledgments of satisfactory performance,
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identify deficiencies in program design or sfructure
as the cause of deficient performance. Auditors may
also identify deficiencies in internal control that are
significant 1o the subject matter of the performance
audit as the cause of deficient performance. In
developing these types of findings, the deficiencies
in program design or internal control would be
described as the “cause.” Offen the causes of
deficient program performance are complex and
involve mu|ﬁp|e factors, including fundamental,
sysfemic root causes. Altlernatively, when the audit
objectives include estimating the program's effect on
changes in physical, social, or economic conditions,
auditors seek evidence of the extent to which the
program ifself is the “cause” of those changes.

7.76 Effect or potential effect: The effect is a clear,
logical link to establish the impact or pofenﬂo|
impact of the difference between the situation that
exists (condifion] and the required or desired stafe
[criferia). The effect or potential effect identifies the
outcomes or consequences of the condition. VWhen
the audit objectives include identifying the actual or
potential consequences of a condition that varies
[either positively or negatively) from the criteria
identified in the audit, “effect” is a measure of those
consequences. Effect or potential effect may be
used to demonstrate the need for corrective action
in response to identified problems or relevant risks.
When the audit objectives include estimating the
extent to which a program has caused changes in
physical, social, or economic conditions, “effect” is
a measure of the impact achieved by the program.
In this case, effect is the extent to which positive

or negative changes in actual physical, social, or
economic conditions can be identified and attributed
fo the program.

Audit Documentation

7.77 Auditors must prepare audit documentation
related to planning, conducting, and reporting

for each audit. Auditors should prepare audit
documentation in sufficient detail to enable

an experienced auditor,”® having no previous
connection fo the audit, to understand from the audit
documentation the nature, timing, extent, and results
of audit procedures performed, the audit evidence
obtained and its source and the conclusions reached,
including evidence that supports the auditors’
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and corrective actions. Recommendations are
based on the internal auditor's observations
and conclusions. ...

2330 - Documenting Information
Infernal auditors must document relevant information to
support the conclusions and engagement results.

Practice Advisory 2330-1:
Documenting Information
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significant judgments and conclusions. Auditors should
prepare audit documentation that contains support for
findings, conclusions, and recommendations before
they issue their report.

?8An experienced auditor means an individual
[whether internal or external to the audit organization)
who possesses the competencies and skills that would
have enabled him or her fo perform the performance
audit. These competencies and skills include an
understanding of (1) the performance audit processes,
[2) GAGAS and applicable legal and regulatory
requirements, (3) the subject matter associated with
achieving the audif objectives, and (4] issues related
fo the audited enfity’s environment.

7.78 Auditors should design the form and content of
audit documentation to meet the circumstances of the
particular audit. The audit documentation constitutes
the principal record of the work that the audifors have
performed in accordance with standards and the
conclusions that the audifors have reached. ...

7.80 Under GAGAS, auditors should document

the following:

a. the objectives, scope, and methodology of
the audit:

b. the work performed fo support significant
judgments and conclusions, including descriptions
of transactions and records examined:”® and

c. evidence of supervisory review, before the
audit report is issued, of the work performed
that supports findings, conclusions, and
recommendations contained in the audit report.

“’Auditors may meet this requirement by listing

file numbers, case numbers, or other means of
identifying specific documents they examined. They
are not required to include copies of documents they
examined as part of the audit documentation, nor are
They required to list detailed information from those
documents.
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Practice Advisory 2330-1: Documenting
Information

1. Internal auditors prepare working papers.
Working papers document the information
obtained, the analyses made, and the support
for the conclusions and engagement resuls.
Infernal audit management reviews the prepared
working papers.

2. Engagement working papers generally:

e Aid in the planning, performance, and
review of engagements.

e Provide the principal support for
engagement results.

e Document whether engagement objectives
were achieved.

e Support the accuracy and completeness of
the work performed.

*  Provide a basis for the infernal audit
activity’s quality assurance and
improvement program.

® Facilitate third-party reviews.

3. The organization, design, and content of
engagement working papers depend on the
engagement’s nature and objectives and the
organization’s needs. Engagement working
papers document all aspects of the engagement
process from planning to communicating results.
The infernal audit activity determines the media
used to document and store working papers.
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7.81 When auditors do not comply with applicable
GAGAS requirements due fo law, regulation,

scope limitations, restrictions on access to records,
or other issues impacting the audit, the auditors
should document the departure from the GAGAS
requirements and the impact on the audit and on

the auditors’ conclusions. This applies to departures
from both mandatory requirements and presumptively
mandatory requirements when altlernative procedures
performed in the circumstances were not sufficient to
achieve the objectives of the standard. ...

7.82 Audit organizations should establish policies
and procedures for the safe custody and retention

of audit documentation for a time sufficient to satisfy
legal, regulatory, and administrative requirements for
records retention. ... For audit documentation that is
refained electronically, the audit organization should
esfablish information systems controls concerning
accessing and updating the audit documentation.
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4. The chief audit executive establishes working
paper policies for the various types of
engagements performed. Standardized
engagement working papers, such as
questionnaires and audit programs, may
improve the engagement’s efficiency and
facilitate the delegation of engagement
work. Engagement working papers may be
categorized as permanent or carry-forward
engagement files that contain information of
continuing importance.

1322 - Disclosure of Nonconformance

When nonconformance with the Definition of Internal
Auditing, the Code of Ethics, or the Standards
impacts the overall scope or operation of the internal
audit activity, the chief audit executive must disclose
the nonconformance and the impact to senior
management and the board.

2330.A2 — The chief audit executive must develop
refention requirements for engagement records,
regardless of the medium in which each record is
stored. These refention requirements must be consistent
with the organization’s guidelines and any pertinent
regulatory or other requirements.

Practice Advisory 2330.A2-1: Retention of Records

1. Engagement record retention requirements vary
among jurisdictions and legal environments.

2. The chief audit executive develops a written
refention policy that meets organizational needs
and legal requirements of the jurisdictions within
which the organization operates

3. The record retention policy needs fo include
appropriate arrangements for the retention of
records related fo engagements performed by
external service providers
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7.83 ... Subject to applicable laws and regulations,
auditors should make appropriate individuals, as well
as audit documentation, available upon request and
in a timely manner fo other audifors or reviewers to
satisfy these objectives. ...

7.84 Audit organizations should develop policies fo
deal with requests by outside parties to obtfain access
fo audit documentation, especially when an outside
party atfempts fo obtain information indirectly through
the auditor rather than directly from the audited entfity.
In developing such policies, audit organizations
should defermine what laws and regulations apply,

if any.

Chapter 8 — Reporting Standards for
Performance Audits

Reporting
8.03 Auditors must issue audit reports communicating
the results of each completed performance audit.

8.04 Auditors should use a form of the audit report
that is appropriate for its infended use and is in writing
or in some other refrievable form. ...

8.06 If an audit is terminated before it is completed
and an audit report is not issued, audifors should
follow the guidance in paragraph 7.49.

8.07 If after the report is issued, the auditors discover
that they did not have sufficient, appropriate evidence
fo support the reported findings or conclusions,

they should communicate with those charged

with governance, the appropriate officials of the
audited entity, and the appropriate officials of the
organizations requiring or arranging for the audits,

so that they do not continue to rely on the findings or
conclusions that were not supported. If the report was
previously posted fo the auditors’ publicly accessible
website, the auditors should remove the report and
post a public nofification that the report was removed.
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2330.A1 - The chief audit executive must control
access to engagement records. The chief audit
executive must obtain the approval of senior
management and/or legal counsel prior to releasing
such records fo external parties, as appropriate.

Practice Advisory 2330.A1-1: Control of
Engagement Records

6. There are circumstances where parties outside
the organization, other than external auditors,
request access to engagement working
papers and reports. Prior fo releasing the
documentation, the CAE obtains the approval
of senior management and/or legal counsel,
as appropriate.

2400 - Communicating Results
Internal auditors must communicate the
engagement results.

2421 - Errors and Omissions

If @ final communication contains a significant error or
omission, the chief audit executive must communicate
corrected information to all parties who received the
original communication.
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The auditors should then determine whether to conduct
additional audit work necessary fo reissue the report
with revised findings or conclusions.

Report Contents

8.08 Auditors should prepare audit reports that
confain (1) the objectives, scope, and methodology
of the audif; (2) the audit results, including findings,
conclusions, and recommendations, as appropriate;
[3) a statement about the auditors’ compliance with
GAGAS; (4] a summary of the views of responsible
officials; and (5) if applicable, the nature of any
confidential or sensitive information omitted.

Obijectives, Scope, and Methodology

8.09 Auditors should include in the report a
descripfion of the audit objectives and the scope and
methodology used for addressing the audit objectives.

8.10 ... Auditors should communicate audit objectives
in the audit report in a clear, specific, neutral, and
unbiased manner that includes relevant assumptions,
including why the audit organization undertook the
assignment and the underlying purpose of the audit
and resulting report. ...

8.11 Auditors should describe the scope of the work
performed and any limitations, including issues that
would be relevant to likely users, so that they could
reasonably inferpret the findings, conclusions, and
recommendations in the report without being misled.
Auditors should also report any significant constraints
imposed on the audit approach by information
limitations or scope impairments, including denials of
access to cerfain records or individuals.
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2410 - Criteria for Communicating
Communications must include the engagement’s
objectives and scope as well as applicable
conclusions, recommendations, and actfion plans.

2410.A1 - Final communication of engagement
results must, where appropriate, contain the internal
auditors” overall opinion and/or conclusions.

2410.A2 — Internal auditors are encouraged
fo acknowledge safisfactory performance in
engagement communications.

Practice Advisory 2410-1: Communication Criteria

1. Although the format and content of the final
engagement communications varies by
organization or type of engagement, they are to
confain, at a minimum, the purpose, scope, and
results of the engagement.

5. Results should include observations, conclusions,
opinions, recommendations, and action plans.

Practice Advisory 2410-1: Communication Criteria

3. Purpose statements describe the engagement
objectives and may inform the reader why the
engagement was conducted and what it was
expected fo achieve.

Practice Advisory 2410-1: Communication Criteria
4. Scope sftatements identify the audited activities
and may include supportive information such
as time period reviewed and related activities
not reviewed fo delineate the boundaries of the
engagement. They may describe the nature and
extent of engagement work performed.
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8.12 In describing the work conducted to address the
audit objectives and support the reported findings and
conclusions, auditors should, as applicable, explain
the relationship between the population and the items
tested; identify organizations, geographic locations,
and the period covered; report the kinds and sources
of evidence; and explain any significant limitations

or uncertainfies based on the auditors” overall
assessment of the sufficiency and appropriateness of
the evidence in the aggregate.

8.13 In reporting audit methodology, auditors should
explain how the completed audit work supports the
audit objectives, including the evidence gathering
and analysis techniques, in sufficient defail to allow
knowledgeable users of their reports o understand
how the auditors addressed the audit objectives.

... Audifors should identify significant assumptions
made in conducting the audit; describe comparative
techniques applied; describe the criteria used; and,
when sampling significantly supports the auditors’
findings, conclusions, or recommendations, describe
the sample design and sfate why the design was
chosen, including whether the results can be projected
fo the intended population.

Reporting Findings

8.14 In the audit report, auditors should present
sufficient, appropriate evidence to support the findings
and conclusions in relation to the audit objectives. ...
If auditors are able fo sufficiently develop the elements
of a finding, they should provide recommendations
for corrective action if they are significant within the
confext of the audit objectives. ...

8.15 Auditors should describe in their report
limitations or uncerfainties with the reliability or validity
of evidence if (1) the evidence is significant to the
findings and conclusions within the context of the
audit objectives and (2] such disclosure is necessary
to avoid misleading the report users about the findings
and conclusions. ... Audifors should describe the
limitations or uncertainties regarding evidence in
conjunction with the findings and conclusions, in
addition fo describing those limitations or uncertainties
as part of the objectives, scope, and methodology. ...
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2420 - Quality of Communications
Communications must be accurate, objective, clear,
concise, constructive, complete, and timely.
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8.16 Audifors should place their findings in
perspective by describing the nature and extent

of the issues being reported and the extent of the
work performed that resulted in the finding. To give
the reader a basis for judging the prevalence and
consequences of these findings, auditors should,
as applicable, relate the instances identified to the
population or the number of cases examined and
quantify the results in terms of dollar value, or other
measures, as appropriate. If the results cannot be
projected, auditors should limit their conclusions

appropriately.

8.17 ... When reporting on the results of their work,
auditors should disclose significant facts relevant

fo the objectives of their work and known to them
which, if not disclosed, could mislead knowledgeable
users, misrepresent the results, or conceal significant
improper or illegal practices.

8.18 Audifors should report deficiencies [footnote not
shown] in infernal control that are significant within
the context of the objectives of the audit, all instances
of fraud, illegal acts [footnote not shown] unless they
are inconsequential within the context of the audit
objectives, significant violations of provisions of
confracts or grant agreements, and significant abuse
that have occurred or are likely to have occurred.

Deficiencies in Internal Control

8.19 Auditors should include in the audit report (1)
the scope of their work on internal confrol and (2]
any deficiencies in internal control that are significant
within the context of the audit objectives and based
upon the audit work performed. When auditors detect
deficiencies in internal control that are not significant
fo the objectives of the audit, they may include those
deficiencies in the report or communicate those
deficiencies in writing to officials of the audited

enfity unless the deficiencies are inconsequential
considering both qualitative and quantitative facfors.
Auditors should refer to that writlen communication

in the audit report, if the writlen communication is
separate from the audit report. Defermining whether
or how fo communicate to officials of the audited
entity deficiencies that are inconsequential within

[IA IPPF
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the context of the audit objectives is a matter of
professional judgment. Auditors should document
such communications.

Fraud, lllegal Acts, Violations of Provisions of
Contracts or Grant Agreements, and Abuse

8.21 When auditors conclude, based on sufficient,
appropriate evidence, that fraud, illegal acts,
significant violations of provisions of confracts or grant
agreements, or significant abuse either has occurred
or is likely to have occurred, they should report the
matter as a finding.

8.22 When auditors detect violations of provisions of
confracts or grant agreements, or abuse that are nof
significant, they should communicate those findings
in writing fo officials of the audited entity unless the
findings are inconsequential within the context of the
audit objectives, considering both qualitative and
quantitative factors. Defermining whether or how fo
communicate fo officials of the audited entity fraud,
illegal acts, violations of provisions of contracts or
grant agreements, or abuse that is inconsequential
is a matter of the auditors’ professional judgment.
Auditors should document such communications.

Reporting Findings Directly to Parties Outside the

Audited Entity

8.24 Auditors should report known or likely fraud,

illegal acts, violations of provisions of contracts

or grant agreements, or abuse directly fo parties

outside the audited entity in the following two

circumstances. 1%

a.  When entity management fails to satisfy legal
or regulatory requirements fo report such
information to external parties specified in law
or regulation, auditors should first communicate
the failure fo report such information fo those
charged with governance. If the audited entity
still does not report this information to the
specified external parties as soon as practicable
after the auditors’ communication with those
charged with governance, then the auditors
should report the information directly fo the
specified external parties.

b.  When enfity management fails fo take timely
and appropriate steps to respond fo known or

[IA IPPF
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likely fraud, illegal acts, violations of provisions
of contracts or grant agreements, or abuse that
(1) is significant fo the findings and conclusions,
and (2) involves funding received directly or
indirectly from a government agency, auditors
should first report management's failure to fake
timely and appropriate sfeps fo those charged
with governance. If the audited entfity still does
not fake timely and appropriate steps as soon
as practicable affer the auditors” communication
with those charged with governance, then the
auditors should report the entity's failure to take
timely and appropriate sfeps directly fo the
funding agency.

1%|nternal audit organizations do not have a duty fo
report outside the entity unless required by law, rule,
regulation, or policy. ...

8.25 The reporting in paragraph 8.24 is in addition
fo any legal requirements to report such information
directly to parties outside the audited entity. Auditors
should comply with these requirements even if they
have resigned or been dismissed from the audit prior
fo its complefion.

8.26 Audifors should obtain sufficient, appropriate
evidence, such as confirmation from outside parties,
fo corroborate assertions by management of the
audited entity that it has reported such findings in
accordance with laws, regulations, and funding
agreements. VWWhen audifors are unable to do so, they
should report such information directly as discussed in
paragraph 8.24.

Conclusions

8.27 Auditors should report conclusions, as
applicable, based on the audit objectives and the
audit findings. ...

Recommendations

8.28 Audifors should recommend actions o
correct problems identified during the audit and

fo improve programs and operations when the
potential for improvement in programs, operations,
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and performance is substantiated by the reported
findings and conclusions. Auditors should make
recommendations that flow logically from the findings
and conclusions, are directed at resolving the cause
of identified problems, and clearly state the actions
recommended.

Reporting Auditors’ Compliance with GAGAS
8.30 When auditors comply with all applicable
GAGAS requirements, they should use the following
language, which represents an unmodified GAGAS
compliance statement, in the audit report to indicate
that they performed the audit in accordance

with GAGAS. ...

We conducted this performance audit in accordance
with generally accepted government auditing
standards. Those standards require that we plan and
perform the audit fo obtain sufficient, appropriate
evidence to provide a reasonable basis for our
findings and conclusions based on our audit
objectives. We believe that the evidence obtained
provides a reasonable basis for our findings and
conclusions based on our audit objectives.

8.31 When auditors do not comply with all
applicable GAGAS requirements, they should include
a modified GAGAS compliance statement in the audit
report. For performance audits, auditors should use

a statement that includes either (1) the language in
8.30, modified to indicate the standards that were
not followed or (2) language that the auditor did not

follow GAGAS. ...

Reporting Views of Responsible Officials

8.33 When auditors receive written comments from
the responsible officials, they should include in their
report a copy of the officials” written comments, or

a summary of the comments received. When the
responsible officials provide oral comments only,
auditors should prepare a summary of the oral
comments and provide a copy of the summary fo the
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1321 - Use of Conforms with the International
Standards for the Professional Practice of

Internal Auditing

The chief audit executive may state that the internal
audit activity conforms with the Infernational Standards
for the Professional Practice of Internal Auditing only if
the results of the quality assurance and improvement
program support this stafement.

2430 - Use of Conducted in Conformance with the
International Standards for the Professional Practice
of Internal Auditing

Internal auditors may report that their engagements
are conducted in conformance with the International
Standards for the Professional Practice of Infernal
Auditing, only if the results of the quality assurance
and improvement program support the statement.

2431 - Engagement Disclosure of Nonconformance
When nonconformance with the Definition of Internal
Auditing, the Code of Ethics or the Standards impacts
a specific engagement, communication of the results
must disclose the:
e Principle or rule of conduct of the Code
of Ethics or the Standard(s) with which full
conformance was not achieved:;
e Reason(s) for nonconformance; and
®  Impact of nonconformance on the
engagement and the communicated
engagement results.

Practice Advisory 2410-1: Communication Criteria

12. As part of the infernal auditor’s discussions
with the engagement client, the internal
auditor obtains agreement on the results of
the engagement and on any necessary plan
of action to improve operations. If the internal
auditor and engagement client disagree about
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responsible officials to verify that the comments are
accurately sfated.

8.34 Auditors should also include in the report an
evaluation of the comments, as appropriate. ...

8.36 When the audifed entity’s comments

are inconsistent or in conflict with the findings,
conclusions, or recommendations in the draft
report, or when planned corrective actions do not
adequately address the auditors’ recommendations,
the auditors should evaluate the validity of the audited
enfity’s comments. If the auditors disagree with the
comments, They should exp|oin in the report their
reasons for disagreement. Conversely, the auditors
should modify their report as necessary if they find
the comments valid and supported with sufficient,
appropriate evidence.

8.37 If the audited entity refuses to provide comments
or is unable to provide comments within a reasonable
period of time, the auditors may issue the report
without receiving comments from the audited entity. In
such cases, the auditors should indicate in the report
that the audited entity did not provide comments.

Reporting Confidential or Sensitive Information
8.38 If certain pertinent information is prohibited from
public disclosure or is excluded from a report due fo
the confidential or sensitive nature of the information,
auditors should disclose in the report that certain
information has been omitted and the reason or other
circumstances that makes the omission necessary.

8.41 Considering the broad public interest in the
program or activity under review assists auditors when
deciding whether to exclude certain information from
publicly available reports. When circumstances call
for omission of certain information, auditors should
evaluate whether this omission could distort the audit
resulfs or conceal improper or illegal practices.

8.42 When audit organizations are subject to public
records laws, auditors should determine whether
public records laws could impact the availability

of classified or limited use reports and defermine
whether other means of communicating with
management and those charged with governance
would be more appropriate. ...
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the engagement results, the engagement
communications sfafe both positions and the
reasons for the disagreement. The engagement
client's written comments may be included as an
appendix fo the engagement report, in the body
of the report, or in a cover letter.

Practice Advisory 2410-1: Communication Criteria

13. Certain information is not appropriate for
disclosure fo all report recipients because it is
privileged, proprietary, or related to improper
or illegal acts. Disclose such information in @
separate report. Distribute the report to the
board if the conditions being reported involve
senior management.
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Distributing Reports

8.43 Distribution of reports completed under GAGAS

depends on the relationship of the auditors fo the

audited organization and the nature of the information
confained in the report. If the subject of the audit
involves material that is classified for security purposes
or contains confidential or sensitive information,
auditors may limit the report distribution. ... Auditors
should document any limitation on report distribution.

The following discussion outlines distribution for

reports completed under GAGAS:

a. Audit organizations in government entities should
distribute audit reports to those charged with
govemance, to the appropriate officials of the
audited entity, and to the appropriate oversight
bodies or organizations requiring or arranging
for the audits. As appropriate, auditors should
also distribute copies of the reports fo other
officials who have legal oversight authority or
who may be responsible for acting on audit
findings and recommendations, and to others
authorized fo receive such reports.

b. Infernal audit organizations in government enfities
may follow the Institute of Infernal Auditors (IIA)
Infernational Standards for the Professional
Practice of Internal Auditing. Under GAGAS
and A standards, the head of the internal audit
organization should communicate results to
parties who can ensure that the results are given
due consideration. If not otherwise mandated
by statutory or regulatory requirements, prior
fo releasing results fo parties outside the
organization, the head of the internal audit
organization should: (1) assess the potential
risk fo the organization, (2) consult with
senior management and/or legal counsel as
appropriate, and (3) confrol dissemination by
indicating the infended users of the report.

c.  Public accounting firms contracted to perform
an audit under GAGAS should clarify report
distribution responsibilities with the engaging
organization. If the contracted firm is to make
the distribution, it should reach agreement with
the party confracting for the audit about which
officials or organizations will receive the report
and the sfeps being taken to make the report
available fo the public.
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2440 - Disseminating Results
The chief audit executive must communicate results to
the appropriate parties.

2440.A1 — The chief audit executive is responsible
for communicating the final results to parties who can
ensure that the results are given due consideration.

2440.A2 — If not otherwise mandated by legal,
statutory or regulafory requirements, prior fo releasing
results fo parties outside the organization, the chief
audit executive must:
e Assess the pofential risk fo the organization;
e Consult with senior management and/or
legal counsel as appropriate; and
e Confrol dissemination by restricting the use
of the resuls.

2201.A1 — When planning an engagement for
parties outside the organization, internal auditors must
establish a written understanding with them about
objectives, scope, respective responsibilities and other
expectations, including restrictions on distribution

of the results of the engagement and access to
engagement records.

2410.A3 — When releasing engagement results fo
parties outside the organization, the communication
must include limitations on disfribution and use of
the results.

Practice Advisory 2440-1: Disseminating Results
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Management’s Role in Accountability

A1.08 Government managers have fundamental
responsibilifies for carrying out government
functions. ... Management of the audited enfity
is responsible for

f. addressing the findings and recommendations of
auditors, and for establishing and maintaining a
process fo frack the sfatus of such findings and
recommendations; ...

Nonaudit Services

A3.02 Audit organizations in government entities
frequently provide nonaudit services that differ
from the fraditional professional services provided
by an accounting or consulting firm to or for the

audited entity. ...

A3.03 Examples of these types of services include
the following:

k. providing audit, investigative, and oversight-
related services that do not involve a GAGAS
audit (but which could be performed as an audit,
if the audit organization elects to do so), such as

(3) periodic audit recommendation follow-up
engagements and reports ;...

Report Quality Elements

A8.02 The auditor may use the report quality
elements of timely, complete, accurate, objective,
convincing, clear, and concise when developing and
writing the auditor’s report as the subject permits.

[IA IPPF

2500 - Monitoring Progress

The chief audit executive must establish and
maintain a system to monifor the disposition of results
communicated fo management.

2500.A1 — The chief audit executive must

esfablish a follow-up process to monitor and ensure
that management actions have been effectively
implemented or that senior management has accepted
the risk of not taking action.

2600 - Resolution of Senior Management's
Acceptance of Risks

When the chief audit executive believes that senior
management has accepted a level of residual risk that
may be unacceptable to the organization, the chief
audit executive must discuss the matter with senior
management. If the decision regarding residual risk is
not resolved, the chief audit executive must report the
matter fo the board for resolution.

2420 - Quality of Communications
Communications must be accurate, objective, clear,
concise, constructive, complete, and timely.

Practice Advisory 2420-1: Quality

of Communications
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