       _____________________________________


                                                           
[image: image3.wmf]Fast content

-

based

Multiclassifier

IDS

IDS

Detection

Process

IDS

IDS

Detection

Process

IDS

Detection

Process

IDS

Detection

Process

IDS

IDS

Detection

Process

IDS

IDS

Detection

Process

Detection

Process

Classifier

Rules

Clean traffic

to customer network

Buffer

Buffer

Traffic in from

Internet

Classifier

Rules

Classifier

Rules

Alert

Detection Device 

issues alert; 

packet is 

prevented from 

entering network

NetDog IPS Diagram


NetDog

Business Plan
· This business plan is intended solely for informational purposes to assist you with a due-diligence investigation of this project.  The information contained herein is believed to be reliable, but the management team makes no representations or warranties with respect to this information.  The financial projections that are part of this plan represent estimates based on extensive research and on assumptions considered reasonable, but they are of course not guaranteed.  The contents of this plan are confidential and are not to be reproduced without express written consent.
Introduction

Imagine you are the Director of Network Security of a major financial services corporation.  On Monday morning you arrive at work to find that a hacker has gained access to your network and stolen 32,000 of your customer’s credit card numbers.  They have begun selling this information to interested parties for up to $500 per customer.   News of the breach has leaked to the press and a story on the front page of the New York Times states that your company is not secure enough to do business with.  You slump in your chair and realize that the NetDog’s product could have prevented all of this.
Description

NetDog’s IPS is a modular, rules-based system that defends the network perimeter from attacks including: 

· viruses (i.e. the Blaster Worm);

· unauthorized access (including hackers and internal users violating company policies);

· denial of service attacks;

· unauthorized wireless devices; and

· XML and non-IP based attacks.

The core of our product is NetDog’s multiclassifier, an algorithm that classifies network traffic based on a set of rules and directs that traffic to the appropriate detection device(s) based on its classification.  
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The system is completely customizable and offers a full set of robust features working in concert to provide comprehensive network protection.
The following table details the features and benefits of NetDog’s intrusion prevention system.

	NetDog Features and Benefits

	Feature
	Benefit

	Adaptable to new network threats
	Protection without a reduction in user productivity

	Modular rules based system
	Adaptable to new business requirement and new threats

	Guaranteed zero packet loss
	Eliminates the risk of false negatives

	Intelligent network adaptation
	Protection is provided regardless of the network topology

	Ships with a standard rule set
	Provides out of the box protection from common attacks

	Scripting language and API
	Customers can develop their own powerful rules

	Web based reporting system
	Improves forensics and visibility into the security of the network

	Web based interface
	Makes administration of the system easy


Market Comparison

The NetDog multiclassifier is unique in the industry.  It separates us from our competition by providing product scalability - we can operate at network speeds up to one Gbps with no reduction in the performance of the system.  Our competitor’s products all suffer from an inverse relationship between network speed and performance.  In each case, as the speed of the network increases, the performance of our competitors systems decreases.
Computer networks break apart messages into small packages, or packets.  Existing systems blindly send each individual packet through usually only one, or a small number, of intrusion detection devices.  They hope that if the packet is malicious then the device will discover it and block the packet.  The first problem with this system is that it forces the packet to go through each detection device, even if it isn’t appropriate for that particular packet.  This slows the system down.  The second problem is our competitors minimize the number of intrusion detection devices in the system, hoping that minimizes the slowing down of the system.  This provides significantly less than complete protection.  The third problem is when traffic rises to a certain level, the limited number of detection devices get overloaded and start just letting packets through.  This also compromises protection.  What the customer ends up with is a system that does not deliver on the promise of fast and comprehensive network intrusion prevention.

Proprietary Rights

The core multiclassifier technology is owned by the University of Colorado’s Technology Transfer Office.  Research by the Law Clinic found little prior art in this area and the implementation of the algorithm appears to be patentable.  The Technology Transfer Office is currently in the process of securing patent protection.
Stage of Development

This overall product is in the conceptual stage of development.  The multiclassifier is in a prototype phase; we are prepared to begin product specification and design work in the first quarter of 2004.
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